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新創獨角獸 • 說到要做到
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2018資安共創
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法人策略轉型

5G資安

5G資安防護系統
開發計畫

半導體
供應鏈資安

半導體及資通訊供應
鏈資安關鍵技術發展

計畫

AI輔助資安

主動式資安情資與
智能偵防技術計畫

工業
物聯網資安

人工智慧導向資安
共創技術計畫

SecBuzzer Threat 
Hunting Platform and 

Components

MITRE ATT&CK 
Supply Chain Threat 

Hunting

Software Security

醫療資安合規服
務

衛福部H-ISAC、馬偕、
台安、長庚…

雲端行動App更版
自動檢測解決方

案
成大、逢甲…

企業供應鏈
威脅獵捕平台

中興保全、啟碁、
Sophos…

供應鏈資安合規
評估服務

達欣、台灣松下

高階顧問諮詢服
務

國泰金控…科專成果新創活化

2021/12/8成立
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法人新創的契機與挑戰

資策會衍⽣新創公司「台灣資安鑄
造股份有限公司」

1. 鑄造跨資訊(IT)、⼯控(OT)及5G
的供應鏈資安威脅獵捕平台

2. 佈局供應鏈資安市場缺⼝，降
低政府及產業的資安⼈員營運
壓⼒，

3. 提升醫療院所、電商平台、⼯
業控制產業，及晶⽚產業等相
關企業的資安量能

法⼈新創的契機與挑戰

• 科專成果新創活化-科專專
章（讓與、專屬授權議題）

台灣資安鑄造公司的誕⽣

• 產業、產官學⽀持
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US GOVERNMENT SUBSIDIES

https://www.businesstimes.com.sg/technology/tsmc-secures-us-govt-subsidies-and-picks-site-for-us12b-arizona-plant
https://www.chinatimes.com/realtimenews/20200702000359-260511?chdtv

US$12 billion chip plant in Arizona

TAIWAN Semiconductor Manufacturing Co has 
secured US government subsidies for its 
envisioned US$12 billion chip plant in Arizona, 
moving closer towards finalising a facility 
designed to allay national security concerns and 
shift high-tech manufacturing to America.

https://www.businesstimes.com.sg/technology/tsmc-secures-us-govt-subsidies-and-picks-site-for-us12b-arizona-plant
https://www.chinatimes.com/realtimenews/20200702000359-260511?chdtv


醫療資安聯防體系-資安監控平台

收費機制

情資通報
威脅情報、事故工單、
事件快篩

資料保護
資訊資產管理
個資與隱私保護
資安雲端防護服務

合規檢測
弱點與系統檢測、資安風險評估

聯盟
會員

• 適合單一醫院
• 年度基本平台費、維運費
• 緊急醫療系統捐贈方案(免
平台費)

單一
會員

初期
目標

教育訓練
個資法、資安法
社交工程資安意識

資安監控
威脅與資安監控、風險模型、
Log管理、鑑識分析

集結資安廠商專業強項分潤提供服務，年費點數制量身打造醫院專屬資安

• 以聯盟為計價單位，聯盟
內的點數醫院可流通共用

• 聯盟內資安聯防通報機制
• 提供紫隊演練，檢視上下
游各家醫院資安韌性

資安服務 供應商分潤

資安服務
杜浦、趨勢、三甲、
如梭、勤業….

資安維運
數聯、中華、關貿、
安碁、奧義….

系統整合
精誠、資拓、凌群、
國眾….

• 以馬偕聯盟為典範，建
立收費、分潤及提供資
安服務機制

• 以馬偕共好聯盟339家
醫院為例，年費約900
萬(以折扣吸引加入)

• 與資安業者合作擴
大醫療資安聯防服
務

• 新增資安服務項目，
增加營收

• 108年底醫療院所
22,992家，其中含
醫院480家，79個
聯盟

• 與市政府合作(如：台南市、高雄市、新北市)合
作，共同推動資安聯防服務至醫療照護資源垂直
整合「綠色通道」
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半導體供應鏈資安至認證生態系

1.供應鏈資安體系
(A+科專計畫)

資安所

台灣鑄造整合平台

半導體業者

華苓

捷而思

合作學研SEMI

東捷

2.半導體供應
鏈平台建立

睿緻華邦電
瑞昱 聯發科

上游- 晶片元件

中游- 裝置設備

晶睿 奇偶

下游- 場域 / 軟體應用

台達電 研華

3.半導體供應鏈
資安服務體系

長興、長春、中油等

上游-化工材料

上游-晶片元件

東元、TSMC 等

下游-場域/軟體應用

漢翔、科力、中鋼、
友嘉、上銀等

以威脅獵捕平台，結合核心分析引擎，建構半導體供應鏈威脅獵捕合
規平台，並以微服務方式，提供防護機制，以符合台積電供應鏈資安
合規項目之要求。並對焦TSMC供應鏈資訊安全控制項需求。

杜浦

晶片資安及輔導 CMMC顧問輔導

盧氪賽忒

如梭

瑞擎

2022年 2023年 2024年
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INFRASTRUCTURE IN THE MEDICAL FIELD
N-ISAC N-CERT

H-ISAC

H-CERT
Cybersecurity dashboard

H-SOC

STIX / TAXII data connector

H-SOC API

SOC Lightweight SOC

Compliance and auditing

Critical infrastructure
Asset inventory and risk 

assessment system

Cybersecurity joint 
defense system

With SOC Without SOC

Maintain the planning 
management examination system

Daily intelligence

Intelligence and vulnerability

Intelligence

Information & medical equipment
A list of keywords

Ex
te

rn
al

 in
te

lli
ge

nc
e

2018

2019

2020

2021
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Threats

Internet

FLEXIBLE AND POWERFUL PLATFORM

12
SecBuzzer 
ESM Cloud

Team T5

ZUSOKKCO

Jrsys

SOPHOS

IPPX

…

…

off–the-shell 
solutions

EDR

Log

Core Switch

IPPX 1.0 IPPX 2.0

Event logs
IoC (intelligence)

Alert and Events

Compliance data

Traffic filtering and blocking
Network IoC detection and prevention
Compliance data collection
Threat hunting



EASY-TO-USE AND PLUG-AND-PLAY 
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cybersecurity compliance and threat hunting service
security router with AI and Intelligence
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AI SECURITY OPERATIONS WITH SITUATION 
MONITORING 

• AI security action monitoring: (1) 
Machine learning greatly reduces 
manual research and judgment; (2) 
cloud native monitoring eliminates 
high duty costs

• The security law is on the road, and it is 
not easy to follow the limited 
resources of B- and C-class machines

• The field of security system 
integration is the key, and the 
traditional SIEM human service 
investment is large

Establish cross-
border 
cooperation in 
rapid response

Advantages:
Reduce 50% financial burden, 
standardize and implement the 
requirements of the security 
law

15



CORE TECHNOLOGY OF CYFOUNDRY

Collaborative 
Innovation

Compliance
TSMC 

Supply Chain 
Assessment

TSMC 
Self-Assessment

Listed company ISO 27001 IEC 62443 CMMC •••

Intelligence LAB

Engine

AI Security LabSupplier

Flowering

Leukocyte-
LabJrsys

ZUSO

PacketX

KlickKlack

Flyelephant

TeamT5

•••

Products Supply chain risk 
analytics dashboard

Information Sharing and 
Analysis Center

Automation 
Compliance

Breach and Attack 
Simulation

Services SaaS Installed-based Consulting Service

Infrastructure
Intrusion Detection System
Network Traffic Analysis
System Logs

ESM Edge ESM Cloud AI Intelligence
Threat Hunting
Compliance Dashboard
Vulnerability Management

Risk Inventory
Malware Analysis 

Supply Chain Semiconductor Healthcare Electronic Vehicle … •••
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LAPLACE AI THREAT HUNTING AND 
COMPLIANCE MACHINE

• The limits of AI
• sudden and unexpected pandemic
• anomalies are common
• data imbalance

• Features
• Privacy-preserved (Ethic and federated learning)
• Visibility (interactive visualization)
• Edge AI acceleration

• Core value of Laplace AI
• Zero-day malware (ICS/IoT malware)
• Identifying and prioritizing threats
• Taking automated actions SOAR

AI Cybersecurity Arsenal
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CYFOUNDRY THREAT HUNTING IN SEMICONDUCTOR 
SUPPLY CHAIN
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AI DATA-DRIVEN ARCHITECTURE

20

Security Orchestration and 
Automation Response

(SOAR)

NDR (UEBA)

On-demand EDR

AI Engine

Breach and Attack 
Simulation (BAS)

Intelligence Center
(ISAC)

Compliance Engine

intelligence

intelligence

analysis

training

Network Security as a Service



分享創業經驗和成功案例 (ChatGPT建議的題

⺫)

21
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SASE (SECURITY ACCESS SERVICE EDGE)
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SASE VENDOR & PROVIDERS
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Vendor Headquarters Offering

Cato Networks Tel Aviv, Israel Cato SASE Cloud

Cisco San Jose, California, U.S. Cisco+ Secure Connect

Citrix Fort Lauderdale, Florida, U.S. Citrix Secure Internet Access with Citrix SD-WAN

Forcepoint Austin, Texas, U.S. Forcepoint ONE with FlexEdge Secure SD-WAN

Fortinet Sunnyvale, California, U.S. FortiSASE

Netskope (Infiot) Santa Clara, California, U.S. Netskope SASE

Palo Alto Networks San Jose, California, U.S. Prisma SASE 

Versa Networks Santa Clara, California, U.S. Versa SAS

VMware Palo Alto, California, U.S. VMware SASE

Providers of Managed SASE
Aryaka、AT&T、BT、Comcast、Deutsche Telekom、Expereo、
Horizon Telecom、KDDI、Lumen、MetTel、NTT Group、Open 
Systems、Orange Business Services、Telefónica、Telstra、Verizon、
Windstream Communications 
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SASE = NETWORK AS A SERVICE + SECURITY AS S 
SERVICE

• 半導體(TSMC ARIZONA)供應鏈、關鍵基礎(CMMC)、5G AIOT 資安需求 SASE

• NETWORK AS A SERVICE 

• SD-WAN、FWA、MEC、RAN

• SECURITY AS S SERVICE

• 發展 CYBERSECURITY FOUNDRY LAB, CYBERSECURITY ODM 模式

• 以ODM的經驗、雲端供應商、雲端應用服務, 與資安新創共創協作

• 發展 DATA-DRIVEN 及 THREAT-DRIVEN 供應鏈資安產品設計服務與授權模式
• MINIMUM VIABLE PRODUCT

• LAB CONNECTION

• TEAM BUILDING

• 以5G AIOT場域資安防護切入



MILESTONE
FWAAS -> SWG、CASB -> ZTNA 
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CYBERSECURITY AI ANALYTICS (SAAS)
• INTELLIGENCE ANALYSIS CENTER (RULE, SIGNATURE, B/W LISTING)
- WEB SERVICES WITH RESTFUL API  (1)
- EXTERNAL INTELLIGENCE (WITH STRATEGY PARTNERS) (2)

Ø ISAC (TAIWAN G-ISAC, …, GLOBAL ISAC, TWCERT/CC)

Ø OPEN SOURCE INTELLIGENCE (OSINT)
Ø COMMERCIAL INTELLIGENCE (E.G., SOPHOS, CISCO,…)

- INTELLIGENCE SECOPS
Ø INDICATORS OF COMPROMISE (IOC) MANAGEMENT AND CLUSTERING

• AGENDA
- 2023Q2: SOAR/NDR INTELLIGENCE SERVICE 
- 2023Q3: SOAR ML ANALYTICS (1) / NDR  FL EDGE (1)
- 2023Q4: SOAR ML ANALYTICS (2) / NDR FL EDGE (2)

26

ISAC, Information Sharing and Analysis Center



CYBERSECURITY AI ANALYTICS (SAAS)
• EVENT CORRELATION ANALYSIS AND THREAT INVESTIGATION 

WITH MACHINE LEARNING
- MACHINE LEARNING FRAMEWORK DESIGN (1)

Ø FEDERATED LEARNING (FL), TRANSFER LEARNING (TL)
Ø DATA POOL DESIGN

- ANALYTICS MODEL (2)
Ø DECADES FOR SOAR
Ø MITRE ATT&CK MODELING AND IDENTIFYINNG
Ø ENCRYPTED TRAFFIC ANALYSIS WITH FEDERATED LEARNING

n MALWARE, APP SERVICES/BENIGN/MALICIOUS ENCRYPTED FINGERPRINT
n FL DEPLOYMENT

Ø EVENT RISK ASSESSMENT
27



CYBERSECURITY AI ANALYTICS (SAAS)
• VERIFICATION & EVALUATION (1)
- BUILD UP BREACH AND ATTACK SIMULATION (BAS)

Ø CALDERA
Ø SHIELD EXTREME X-RANGE
Ø LKC ARGUSHACK

- MITRE ATT&CK 2024
- FIREWALL AS A SERVICE EVALUATION
- SD-WAN SCENERO EVALUATION

28



CYBERSECURITY AI ANALYTICS (SAAS) BUSINESS 
MODEL
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Cybersecurity AI Analytics (SaaS)

• Intelligence Analysis (rule, signature, 
B/W listing)
• Event Correlation Analysis and Threat 

Investigation with Machine Learning
• Risk Assessment (SBOM)
• BAS for AI

DevOps, Cloud (AWS, ASUS)

Intelligence (IoC, B/W list)
Threat & Risk Assessing
ML for SOAR

SOAR Feeds
ML evaluation 

• Intelligence (IoC, B/W list, 
yearly)

• ML for edge (license 
fee/device, yearly)

Edge feeds

Cybersecurity Intelligence

Breach and Attack Simulation

Virtual War Room (SOAR)

NDR (WNC) NDR (…)

Vul. scanning

Home Router
SD-WAN
Vehicle network
ICS
…

Supply chain vendors, cloud services, healthcare

Licensing

Subscription

Service
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MINING NETWORK DATA: FROM PACKETS 
TO NETWORK FLOW TO ATTACK PATTERNS

Network Security Knowledge Base
Under Construction

Network Flow
Analysis

Packets

Attack Graph Database

•Intention detection
•Behavior analysis

• Attack graph
• Alert correlation
• Event Analysis

• False alarm reduction
• Adapt to your network
• Ranking SNORT rules

• SNORT 
• Hardware to speed up     
  pattern matching

Meta level

Low

High



CHALLENGES AND DIFFICULTIES OF 
IDS

• HARSH REAL TIME REQUIREMENTS: IDS CAN’T ANALYZE THE 
CONTEXT OF ALL ACTIVITIES

• SPECIFICITY OF DETECTION SIGNATURES: HARD TO 
BALANCE BETWEEN AN OVERLY SPECIFIC SIGNATURE AND 
AN OVERLY GENERAL ONE (STATISTICAL LEARNING CAN 
HELP!)

• !"#"$!"$%&'($'"$)*+($,"$- : ACTIVITIES THAT ARE 
NORMAL IN CERTAIN ENVIRONMENTS MAY BE MALICIOUS IN 
OTHERS (ACTIVE LEARNING CAN HELP!)

• -+."'/--/%01'/+"'+/+"'")"$-1 : LOOKING FOR A 
NEEDLE IN A HAYSTACK. SO MUCH HAY AND SO LITTLE TIME 
(DEALING WITH UNBALANCED DATA)



LOOKING FOR A NEEDLE IN A HAY STACK…

Let us be
very careful 
and always 
look at the big 
picture…
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• LOW FALSE ALARM RATE
• ADAPTIVE TO YOUR NETWORK ENVIRONMENT
• TAKE THE “COST” INTO ACCOUNT
• PROVIDE THE INFORMATION ABOUT THE 

ALERT CORRELATION
• HELP US TO UNDERSTAND THE ATTACKERS’ 

BEHAVIOR
• KEEP THE PERFORMANCE OF COMPUTER 

NETWORKS
• FRIENDLY GRAPHIC USER INTERFACE
• ……

A WISH LIST FOR IDS
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TLS Fingerprint- JA3/JA3S and JARM

Cobalt Strike (penetration testing tool, or for malicious usage)

Malicious Encrypted traffic detection
Malicious edge detection
Malicious service detection



TLS FINGERPRINT- JA3/JA3S AND JARM

36

Encrypted Traffics Detection
1. Decryption (Intel IPU)
2. Signature (Emerging Threats 

rules)
3. Behavior (Cisco Joy)
4. Fingerprints (JA3/JA3S, 

JARM today’s topic)

Cobalt Strike is a Pen Testing toolkit
But also used in postcompromised 
phase

How to detect under encrypted tunnel?
(1)..(2) … (7)
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TLS Fingerprint- JA3/JA3S and JARM

JA3 is a method of TLS fingerprinting

JA3 gathers the decimal values of the bytes for the following fields in the Client Hello packet; SSL Version, Accepted 
Ciphers, List of Extensions, Elliptic Curves, and Elliptic Curve Formats

TLS Fingerprinting with JA3 and JA3S, https://engineering.salesforce.com/tls-fingerprinting-with-ja3-and-ja3s-247362855967/
Github, https://github.com/salesforce/ja3

Supporting: Moloch Trisul NSM NGiNX BFE MISP Darktrace Suricata Elastic.co Packetbeat Splunk MantisNet ICEBRG Redsocks NetWitness 
ExtraHop Vectra Cognito Platform Corvil Java Go Security Onion AIEngine RockNSM Corelight VirusTotal SELKS Stamus Networks IBM 
QRadar Network Insights (QNI)

https://engineering.salesforce.com/tls-fingerprinting-with-ja3-and-ja3s-247362855967/
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TLS Fingerprint- JA3/JA3S and JARM

JARM Cloudflare 2019 Black Hat Europe
TLS servers: Operating system, Operating system version, Libraries used, Versions of those libraries used, The order 
in which the libraries were called, Custom configuration

JARM Github: https://github.com/salesforce/jarm
(SecurityTrails Shodan BinaryEdge RiskIQ Palo Alto Networks Censys 360)

JARM works by actively sending 10 TLS Client Hello packets to a target TLS server and 
capturing specific attributes of the TLS Server Hello responses. The aggregated TLS server 
responses are then hashed in a specific way to produce the JARM fingerprint.

https://github.com/salesforce/jarm
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TLS Fingerprint- JA3/JA3S and JARM

JA3/JA3S is passive, JARM is active- new cyber threat intelligence resources
Identify Malicious Servers, Proactive Blocklists, deployment into Detection and Response, 
Configuration Validation and Application Identification



請問我要如何開始利用GPT的技術，訓練一個屬於
資安CVE以及THREAT HUNTING的LLM？

• 收集資料集：首先，您需要收集與資安CVE和威脅獵殺相關的大量文本資料。這可以包括漏洞報告、安全事件分析、安全博客、威脅情
報報告等。這些資料將成為訓練模型的基礎。

• 數據預處理：在將資料提供給模型進行訓練之前，您需要對資料進行預處理。這包括移除無關的資訊、進行文本清理和標準化，例如去

除標點符號、停用詞（如"A"、"AN"、"THE"等）以及進行詞幹化或詞形還原等操作。

• 構建訓練數據集：將預處理的資料切分成訓練集和測試集。通常建議將數據集按照80%的比例劃分為訓練集，剩餘20%用於測試和評估
模型。

• 設計模型架構：選擇一種適合的語言模型架構，例如GPT-3.5，作為基礎模型。您可以使用開源的庫，如HUGGING FACE的
TRANSFORMERS庫，來構建和訓練您的模型。該庫提供了許多預訓練的語言模型，您可以根據需要進行微調。

• 模型微調：使用預處理後的資料集對選擇的語言模型進行微調。微調過程涉及將資料提供給模型進行訓練，並根據預測結果進行參數更

新，使模型能夠適應特定的資安CVE和威脅獵殺任務。

• 驗證和評估：使用測試集對訓練後的模型進行驗證和評估。評估指標可以包括準確率、適合率、召回率等，用於評估模型的性能。

• 模型部署：一旦您的模型經過驗證並達到您的要求，您可以將其部署到生產環境中。這可以包括將模型集成到應用程式、API服務或資
安平台中，以進行CVE分析或威脅獵殺工作。
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請問我要如何開始利用GPT的技術，訓練一個屬於
資安NETWORK TRAFFIC的LLM？ASK PCAP, ANSWER 

MITRE ATT&CK TTP?
1. 收集資料集：您需要收集與資安網路流量相關的大量PCAP（PACKET CAPTURE）檔案。PCAP檔案是用於捕獲和記錄網路流量的標準格式。您可以從公開的資源、研究機構提供的資料
集或者自己捕獲網路流量來獲取資料。同時，您還需要收集MITRE ATT&CK（ADVERSARIAL TACTICS, TECHNIQUES, AND COMMON KNOWLEDGE）框架相關的資料，包括TTP（TACTICS, 
TECHNIQUES, AND PROCEDURES）和相應的說明。

2. 數據預處理：對於PCAP檔案，您需要將其轉換為可供語言模型處理的文本格式。這可以通過解析PCAP檔案中的網路流量數據，提取出相關的特徵和元數據（例如IP位址、通訊協議、
通訊內容等），並將其轉換為文本形式。對於MITRE ATT&CK的資料，確保相關的TTP和說明能夠對應到可理解的文本形式。

3. 構建訓練數據集：將預處理的資料切分成訓練集和測試集。確保每個樣本都包含一個問題（關於特定網路流量）和對應的答案（MITRE ATT&CK框架中相應的TTP或說明）。這樣，您
就可以實現問答的功能。

4. 設計模型架構：選擇一個適合的語言模型架構，例如GPT-3.5。使用開源庫（如HUGGING FACE的TRANSFORMERS庫）來構建和訓練模型。可以將問題和答案作為模型的輸入，並設計
相應的輸出層來生成模型的回答。

5. 模型微調：使用預處理後的資料集對選擇的語言模型進行微調。這包括將資料提供給模型進行訓練，並根據模型的預測結果進行參數更新，使模型能夠回答與資安網路流量相關的
問題。

6. 驗證和評估：使用測試集對訓練後的模型進行驗證和評估。可以使用指標（如準確率、F1分數等）評估模型的性能和準確性。

7. 模型部署：一旦您的模型經過驗證並達到要求，您可以將其部署到生產環境中，以回答關於資安網路流量的問題。這可以通過構建API服務或集成到相關平台來實現。

• 請注意，訓練一個高質量的語言模型需要大量的資料和計算資源。確保您具備相應的硬體和技術背景，並考慮模型訓練所需的時間和專業知識。同時，確保您的模型訓練遵循相關
的法律和道德規範，並保護個人資料的隱私。
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講一下DATASET: 
KDD 99! 
CICIDS2018!
• DATASET POSES SIGNIFICANT 

CHALLENGES IN THE FIELD OF 
CYBERSECURITY AI

• BENCHMARK FOR PHD

• MC HUGH’S CRITICIZE

• KDD99 & COTRAINING

• SEMI-SUPERVISED LEARNING
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THE STONE AGE
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ZERO-SHOT, ONE-SHOT FEW-SHOT & FINE TUNING

44

How to use BAS to provide 
few knowledge or one 

(One-shot, Few-shot) case to 
LLM?

How to find zero-day via 
zero-shot (no example)? 



分享LARGE LANGUAGE MODEL的應⽤案例和成

果

45

45https://newsroom.cisco.com/c/r/newsroom/en/us/a/y2023/m06/cisco-unveils-next-gen-solutions-
that-empower-security-and-productivity-with-generative-ai.html
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COPILOT 在資安上面有哪些應用? (FROM GPT)

• COPILOT 是一種由 OPENAI 開發的程式碼生成模型，可以協助開發人員撰寫程式碼。就資安方面而言，COPILOT 可以用於以下應用：

1. 自動化程式碼審查：COPILOT 可以協助檢查程式碼中的潛在安全漏洞或弱點。它可以識別常見的資安問題，例如未正確處理輸入
驗證、未適當地處理機密數據等。透過 COPILOT，開發人員可以獲得針對潛在風險的快速建議和改進建議。

2. 安全漏洞修補：COPILOT 可以提供關於如何修補安全漏洞的建議。當開發人員在實施安全修補時，COPILOT 可以提供相關的程式
碼片段和最佳實踐建議，以幫助確保修補有效且安全。

3. 安全測試：COPILOT 可以協助在程式碼開發過程中進行安全測試。它可以生成測試用例、模擬攻擊、驗證安全措施等，以幫助開
發人員發現和解決潛在的資安問題。

4. 安全文檔生成：COPILOT 可以協助開發人員生成與資安相關的文件。這包括安全需求、設計文檔、風險評估報告等。COPILOT 可
以生成符合資安最佳實踐的文檔結構和內容，減輕開發人員在這方面的工作負擔。

• 需要注意的是，COPILOT 是基於大量開源程式碼訓練的模型，它並不具備專業的資安知識。因此，在使用 COPILOT 時，仍然需要
開發人員自行審查和驗證生成的程式碼，以確保資安要求得到滿足。
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MICROSOFT 安全性 COPILOT 簡介

• 有了生產性 AI，您的防禦者就能夠偵測蛛絲馬跡、強化防禦，並更快速地回應事件。現已
推出預覽版。

• HTTPS://WWW.MICROSOFT.COM/ZH-TW/SECURITY/BUSINESS/AI-MACHINE-
LEARNING/MICROSOFT-SECURITY-COPILOT?RTC=1
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SOPHOS AI GPT-3 FOR CYBERSECURITY REPOSITORY

50

1. Spam detector
Spam detector demonstrates how to identify 
spam messages using GPT-3 few-shot learning 
or fine-tuning.

2. Command analyzer
Command analyzer shows how to analyzer complex 
command lines using GPT-3 few-shot learning.

https://github.com/sophos/gpt3-and-cybersecurity
https://www.ctimes.com.tw/DispArt/tw/GPT-3/Sophos/2303271353XN.shtml

‧ 用於在XDR遙測中搜索惡意活動的自然語言查詢介面；

‧ 基於GPT的垃圾郵件檢測器；

‧ 用於分析潛在的就地取材二進位（LOLBin）命令行的工具。



SOPHOS AI GPT-3 FOR CYBERSECURITY REPOSITORY
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當訓練數據量較小時，GPT-3明顯優於其他更傳統的機
器學習方法。與生成SQL的實驗一樣，需要一些「即時
工程」。

應用GPT-3查找針對LOLBins（就地取材的二進位檔）的命令是一個稍微不同的問題。人類
很難對命令行條目進行逆向工程，對於LOLBin命令更是如此，因為它們通常包含混淆、冗
長且難以解析。幸運的是，當前形式的GPT-3精通多種形式的代碼。



BERT EMBEDDINGS: 新的命令行異常檢測方法
(CROWDSTRIKE)

• 可疑命令行與常見命令行的不同之處在於可執行路徑的外觀以及傳遞給它們的異常參數

• 來自 TRANSFORMERS (BERT) 嵌入的雙向編碼器表示可以成功地用於命令行的特徵提取

• BERT 嵌入之上的異常值檢測器無需數據標記即可檢測異常命令行

• 我們的 BERT 模型以無人監督的方式協助檢測，加強了對 CROWDSTRIKE FALCON® 平台的保護
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https://www.crowdstrike.com/blog/bert-embeddings-new-approach-for-command-line-anomaly-
detection/



WNC AI-ASSISTED CYBERSECURITY SERVICE

Device Manager
Preserve

Management FOTA

Threat Hunting Engine

Correlation Ensemble

Threat Intelligence

IoC TTPs

TLS/SSL Fingerprint
IIoT Device

Evidence 
Preservation

AI-assisted 
traffic analysis

Blocking

Assets 
Inventory

NDR Device (CHR2)

AI-assisted Threat Hunting

Thingsboard

SASE Central

Device Info. Assessment

Threat Visualization

Smart Home

Semiconductor 
Supply Chain

Electric 
Vehicle

Vertical 
Integration

Healthcare

NIDS

• Intrusion detection and defense
• Data encryption
• Application isolation
• Secure upgrades and remote 

management
• Filtering and blocking malicious 

traffic

Provide stronger network security defense capabilities to detect and prevent various 
attack techniques and technologies, including traditional attacks, zero-day attacks, 
and advanced persistent threats (APTs). Adapt to constantly changing threat 
landscapes and provide continuous protection.



WNC AI-assisted Security Service
FOTA & Cloud Management

Apps

HTTP

Websocket

• Sensitivity level
• Intrusion state
• Activity level
• Sleep report
• Respiratory rate

• Configuration
• SON log
• Topology
• Device list
• Network stats

• Device/User management
• IoC database
• Thread analysis 
• AI–based malicious 

detection 
• Blocking report

• Camera location
• Video streaming
• LDWS report
• FCWS report
• Video snapshot

Mesh Router 
Management

Wi-Fi Sensing 
Service

Dash Cam 
Management

Cyber Security
Analysis

• MAP view
• Device/Client list
• FOTA
• Configuration
• Reporting
• Network stats FOTA OTA 

Upgrade

• Device list
• Group management
• File manager
• Scheduler
• Log manager
• Dashboard

• Camera/App management
• Video streaming
• Video storage
• Video snapshot
• 2-way talk
• Alert warningSmart Doorbell 

Management
RDKB Device
Management

• Seamless FW updates via WNC’s cloud server:
• Avoids system service disruption
• Built tools to monitor the server environment and send notifications if abnormal
• CWMP, FOTA for AI, segmentation, risk level grouping



ARCHITECTURE OF AI-ASSISTED THREAT HUNTING ON CLOUD

55

AI Model found suspicious behavior  

pcap

Data Collector and Scheduler  

Kitsune
Zero-Positive

Learning 

WNC Cloud

CHR2

CADE
Concept-Drift 

detection

None-Labeled Data

Extracted Features

Benign Data CIC IDS 2018 Dataset

Labeled Data

Train CreateTrain

ACID
Fusion Supervised

Learning 

Train

Malicious
Header/Payload
Train

Labeled Data

Mapping / Prediction

3rd Party VerificationContinuously add new data

Ensemble

NIDS Model

Update Parameter

Compressed 
Model

Compress

Update Model

Challenges: Harsh real-time requirements, specificity of detection signature, 
dependency on environment and true attacks are rare events 

MLOps
• Low false alarm 

rate
• Adaptive
• Novel attacks 

discovery
• Attacking 

scenario 
correlation



CHATGPT隱私議題

56

美國隱私倡議團體Center for AI and 
Digital Policy（CAIDP）上周向美國交易
委員會（FTC）對OpenAI提告，指其
GPT-4提供具偏見、欺騙性內容，及危害
大眾隱私，歐洲隱私倡議組織BEUC也呼
籲歐盟主管機關調查ChatGPT和其他AI聊
天機器人。

OpenAI的ChatGPT在去年底上線後掀起熱潮，但其技術問題
包括AI幻覺，以及為訓練模型而未經同意蒐集網際網路的資
料等引發批評。另一方面，AI模型技術快速進展，已展現出
幾乎不下於人類的文字及圖案創作能力。上周科技界大佬
包括馬斯克、Steve Wozniak等人呼籲各AI實驗室應暫緩開發
比OpenAI GPT-4更進階的AI模型6個月，並應發展AI的治理
系統確保AI能受人類控制，為人類福祉服務。

https://www.beuc.eu/press-releases/investigation-eu-authorities-needed-chatgpt-technology
https://www.beuc.eu/press-releases/investigation-eu-authorities-needed-chatgpt-technology


比起取代人類，你更
該擔心 CHATGPT 的 3 
大面向

• 對於 OPEN AI 是否能夠完全地保證資訊的安全，我保
持存疑的態度。因為對駭客來說，存取愈多珍貴個資

的公司如政府機關、醫院、銀行等，愈是吸引他們去

竊取資訊。以 OPEN AI 目前所擁有的資源和關注度來
說，在專注在發展人工智慧技術的同時又要防止駭客，

以及預防個人資訊外洩，相信將會是一大難題。

• 一、生成式語言模型需大數據，個人隱私堪

憂

• 二、假訊息產出速度變快，一般民眾難以辨

真假

• 三、生成式語言模型文化背景單一，多元文

化受挑戰

• 創新、隱私安全、多元包容的「多難」情境

•

57

參考資料:比起取代人類，你更該擔心 ChatGPT 的 3 大面
向｜Yi 姐／自由工程師的冒險人生｜換日線 (cw.com.tw)

https://crossing.cw.com.tw/article/17565
https://crossing.cw.com.tw/article/17565


地緣政治的AI發
展縮影

• LARGE MODEL

• SMALL MODEL

• FINED-TUNED 

• VERTICAL APPLICATIONS
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OUTLINE
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Background Story 
A. Originated from the AI/OT/CT/IC R&D project at CSTI III in the year 201X 
B. Establishment and interruption of Taiwan Cybersecurity Foundry Company

Technological Development and Collaboration 
A. Development of core systems like SecBuzzer 
B. Collaboration with over 10 cybersecurity companies and seed round investment 
C. Challenges and technology transfer

Future Outlook 
A. Trends and developments in the AIoT era 
B. Changes and challenges in the cybersecurity market

Importance of Collaboration and Support 
A. Example of collaboration between CyFoundry and WNC 
B. Value of partners and supporters

Technological Innovation and Challenges 
A. Applications of AI at the edge and significance of FOTA technology 
B. Solutions for zero trust and cybersecurity challenges

Looking Ahead to Future Trends 
A. Development direction in the AIoT era 
B. Development and applications of cybersecurity AI

Conclusion
A. Importance of continuous innovation and staying true to one's initial intentions 
B. Strategies and goals for entering the market
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• CYBERSECURITY IN SUPPLY CHAIN (SEMI, CMMC)、
5G AIOT

• NETWORK AS A SERVICE 

• SD-WAN、FWA、MEC、RAN

• SECURITY AS S SERVICE

• DEVICE MANAGEMENT CLOUD, FIRMWARE ON THE 
AIR

• DEVELOPING THREAT-DRIVEN AND VULNERABILITY-
DRIVEN THREAT HUNTING AND CYBERSECURITY 
COMPLIANCE SERVICES

• MINIMUM VIABLE PRODUCT- SMALL AND 
MEDIUM BUSINESS NETWORK DETECTION 
AND RESPONSE

• SUPPORTING SOFTWARE BILLING OF 
MATERIAL (SBOM) VULNERABILITY 
ASSESSMENT



The things that do not kill 
me make me stronger.
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• We are currently recruiting. (WNC) 
• 威脅策略分析師
• 威脅分析工程師
• Android Engineer (Cloud Team) 
• DevOps Software Engineer

• AI Cybersecurity Meetup
• chmao2008@gmai.com
• Tue 20:30~21:30
• Online (Teams)
• Topics:
• SAGE Model
• CADE: Pros and Cons
• TLS Fingerprints

• Welcome to industry-academia 
collaboration
• IIoT, 5G
• IPU (OneAPI)
• LLM 

Ching-Hao Mao (Eric Mao) 毛敬豪
chmao2008@gmail.com
Eric.Mao@wnc.com

Friedrich Nietzsche

mailto:chmao2008@gmai.com
mailto:chmao2008@gmail.com
mailto:Eric.Mao@wnc.com
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