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" US GOVERNMENT SUBSIDIES

Q) EBEREIR Y o e L US$12 billion chip plant in Arizona

TAIWAN Semiconductor Manufacturing Co has
EZ2f5fE  CHIPS AFA secured US government subsidies for its
envisioned US$12 billion chip plant in Arizona,

TERTERNARNEIE <BSENTAR moving closer towards finalising a facility

o Creating Helpful American designed to allay national security concerns and
Incentives to Produce  Foundries Act of shift high-tech manufacturing to America.
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\/ INFRASTRUCTURE IN THE MEDICAL FIELD
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Intelligence

Daily intelligence

Intelligence and vulnerability

Cybersecurity dashboard

H-SOC

STIX / TAXII data connector
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FEEXIBLE AND POWERFUL PLATFORM

IPPX 2.0
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Threat hunting

ESM Edge

| mirror
yIM

\ 4

N’

loC (intelligence) ‘

7
’* S = SecBuzzer
ESM Cloud
Alert and Events I

<<

Compliance data

N O Y



/7 “EASY-TO-USE AND PLUG-AND-PLAY

-

N/

N’

cybersecurity compliance and threat hunting service
security router with Al and Intelligence

= Semiconductor Cybersecurity Pavilion ' ! - Semicg
<R, :G\;J.; oG ! 39t ' - L‘ Y'i r) . U o ANE: 2022. 09.144
e _ = ; | 2 Wistron NeWeb Corp. o
| r—r— r SERZIHERT RBBMAMAENE
Taiwan Cybersecurity Foundry Co., Ltd. , - HEHEI R R ERITRE
SHARSIEROERAS The Verizon Router allows you to take full advantage of Verizon's fastest Internet
== plans supporting Gigabit+ speeds with next generation Wi-Fi 6E technology, Tri- [EMRZSEAD] PRESHATENRZAD, BERR)E 12 88 0
band Wi-Fi including new 6 GHz Wi-Fi band, and offering 2.5 and 10 gigabit wired
Ethernet ports for even faster speeds in the future. It supports single Wi-Fi name & BRI REEWS RS Draper Associate X NIEE, STRETHBRE & (2022)
password with SON (self organizing network) functionality, automatic band steering,
beamforming for improved signal quality between devices, and Guest Wi-Fi network F 9§ 14-16 DREATRSS BRI 1 B0 rBSYSE@B)  (SEMICON Taiwan
support. For your protection, it is also equipped with WPAS3 wireless security
protocol. Bracket is available for mounting separately. 2022) FRER, SERSIBSNRY KM RN RENRTUMR, it
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w, " A SECURITY OPERATIONS WITH SITUATION
MONITORING

e
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* Al security action monitoring: (1)

--------------------------------------------------
*
* *

: . " Establish cross-
Machine learning greatly reduces . border

manual research and judgment; (2) ::;zer?:&r;\?e

cloud native monitoring eliminates

s .
---------------------------------------------------

high duty costs
* The security law is on the road, and it is Adva ntages:

not easy to follow the limited | Reduce 50% ﬁﬂClﬂCiCll burden,
resources of B- and C-class machines
* The field of security system standardize and implement the

integration is the key, and the requirements of the securityc

traditional SIEM human service

investment is large law /
~
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Supply Chain

Services

~ CORE TECHNOLOGY OF CYFOUNDRY

Healthcare Electronic Vehicle | .. |
“ Installed-based Consulting Service

Products

Supply chain risk Information Sharing and Avutomation Breach and Attack
analytics dashboard Analysis Center Compliance Simulation

Collaborative

Innovation

Infrastructure

Intelligence
Supplier Engine

Mitigation
Flowering Compliance

Monitoring Monitoring
Leukocyte- and and
LabJrsys Analytics Analytics
ZUSO - Intelligence
Database
PacketX
KlickKlack Preprod
Flyelephant
TeamT5
Compliance
TSMC TSMC
Supply Chain Listed company ISO 27001 IEC 62443 CMMC Y
Self-Assessment
Assessment

Intrusion Detection System Threat Hunting

ESM Edge Network Traffic Analysis ESM Cloud Compliance Dashboard Al Intelligence
System Logs Vulnerability Management

Risk Inventory
Malware Analysis
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- LAPLACE Al THREAT HUNTING AND
- COMPLIANCE MACHINE

* The limits of Al

»  SecBuzzer ESM (IT/OT/CT) * UTest + High-level consultant service o -
P s Viuaiization * sudden and unexpected pandemic
: 3 . ® -
’EES‘ FIDo . OAM + MANO « Consultant +« XDP-mitigation * Orchestration —--D Container anomqlles are common
IDaas * Binary *  Smart « N2N - Protocol Reversed  *+ BSIMM/SSDLC ® .
Q Detection Response Detection Engineering » Training # Arlu Router d CI 1-0 [ m b q I q nce
@ i Intelligence Analytics Compliance & Testing = Oss ° Feqfu res
Radio + Al-assisted threat *+ CASB » ATT&CK modeling « Intent-oriented Testing || omey Management R . o
“ Fi int « Alert Correlation + UEBA + Scripting Management « Scripting Assessment * - ( )
T Pt g | S [ 1 St ;s o Privacy-preserved (Ethic and federated learning
+ Event Correlation orrelation « N2N Attackina Scripting* Fuzzier / o o] oJe ° . ° ° °
& AD Account 9 Serping & * Visibility (interactive visualization)
#N\  Profiling LTE/5G o E d AI I 5
« UDM « Aggregation + Fusion X7 Testbed ge acce eI'CITIOn
@ Device «  Streaming - Feature Extraction * Feature Extraction © 1SACISOC o L AI
., oo | oG lue of Lapl
----- N iozar ore va've ot Lapiace
e . AMF - Maicious AssetBxploing - CMAS: malware * Zero-day malware (ICS/loT malware)
— P Encrypted Traffic . B sandboxing £ Cloud
omo  |dentification < IMS Detect UFO: Firmware O Denl : . 3 o 0o0 O
I nvestigation ~ * ESM-Edge eploymen * |dentifying and prioritizing threats
E Device - SM (FW/IDS/.) « |IT Netflow . Socllal_medla . . .
v

Al Cybersecurity Arsenal
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CYFOUNDRY THREAT HUNTING IN SEMICONDUCTOR

S-ISAC

Semiconductor Information Sharing and Analysis Center

Raising cybersecurity
awareness through non-
scheduled events for alert
announcement and response
! incident response exercise.

Talent's cultivation planning ]

and open classes for
educational training

l Regularly network security scoring :
| and risk assessment using outside- !
l in risk assessing mechanism, |
! posting on S-ISAC :
| after organizing I

Risk
Assessment
Analysis Report Semi-
Supply Chain
Cybersecurity
Intelligence
Sharing

Cybersecurity
Exercise

Cybersecurity
Educational
Training

Cybersecurity

Cybersecurity Alert

Incident
Response

Organize and compile semi- :
supply chain related :
information and notify |
members by sending email :
[

Sending cybersecurity alertsi

to members !
I

Semi-Supply Chain Cybersecurity Intelligence

Event-Driven Intelligence Subscription Service

Discover the Malicious Infrastructure intelligence

Based on the network blacklist obtained from intelligence information procurement and
ISAC intelligence information exchange, through the method of intelligence information
screening and value addition, the ranking of the observation list based on malicious
infrastructure is obtained. Especially, the infrastructure of the above three malicious
behaviors of Malware, Exploit and Botnet is the object of enhanced observation.

Intelligence of Advanced Persistent Threat

To monitor the activities of APT groups, such as ATP41, APT10, and Qrangeworm. to
collect profiles of the group, including malware, attack techniques, exploit preferences,
and a list of infrastructure systems they control. It includes the victim preference,
infestation range, and victim disaster situation of the APT group, which is quite readable
and explanatory. Provides information on APT trends in the client area every quarter.

Malware

Collect malware groups that are popular in the domestic and foreign, investigate the
occultism, variability, or commonality of the tool, and cooperate with the malware
analysis capabilities to sort out the ranking of malware in the field list.

Emergency

Collect cybersecurity notifications and cybersecurity incidents from domestic and foreign
countries, including the alert of domestic ISAC, focusing on incidents news with victims.
And gain insights into domain threats through an intelligence enrich approach.

SUPPLY CHAIN

Semiconductor Supply Chain Risk Assessment Kit

Based on the data of the supply chain risk analysis platform and the SaaS information
security risk analysis platform, combined with the visual situation dashboard and
compliance analysis report, it provides a complete risk assessment.

Network and 1P

Asset Reputation
Cloud
DNS
Mail Serve
LS
Web Serve
Network
security risk
managemem
Panorays
Apphication Human
Application Security Responsiveness
Domain Aacks Emplovee Atk Surface
Exposed Services Security Team
lechnologies Social Posture

OF ¥ 'WASP Vulnerability Assessment

J
Fasv to use Q

a

e Online platform ( no software installation ? .
required) '\

e Full report

e Common Vulnerability Scoring System( CVSS

1. Prepare
& leport

Purple team

e ard Setero
Al v Cumied Ag
el
i swnl wall v wonnh
the bumd o thee feld

Z Build an amack soipt

3. Choose a traming toam

o

g
s ]

won e »
o

SEMI Kit S-ISAC IPPX ——nd
Certification & Risk Assessment o ) o
Inventory Management & Physical Security A 0
Cybersecurity Incident Detection & Response a o 0
System Development & Application Security fa) O
Organization Policy 8 Human Resources Security ) O
Computer Operation & Information Management O
Identify & Access Management A O C
Network Security & Change Management i fat O O

Intrusion P

Protection X

Network device plays an important role in organizations as the basic operating node. IPPX(Intrusion

Bypass Method

IPPX supports different
network environments,

keeping your network

safe and unaffected using

bypass method.

* Hardware specification

confirmation

Install devices using the in-line

wode

Cybersecurity
protection devices

S-ISAC
Threat Intelligence

APT group threat
intelligence in Asia

Hacker tool
intelligence in Asia

Technology service
center blacklists

Blacklists in business

Real-time notifications

Automatically sending

emails in real-time to

Features

2

notifications through

keep the enterprise
updated anytime.

Process

Updating high-

blocklist in the d
* Detected data and send
them back to SecBuzzer ESM

Threat Hunting Solution

Event Logs
SIEM Platform

Monitoring

Threat Hunting

Saving on-premises resource and
costs, using cybersecurity threat

detection management mechanism.

Cybersecurity incident detecting
mechanism based on regions and
fields.

Blocklist Updates

Updating blocklist in the
cloud at any time,
including joint defense
threat intelligence S-ISAC.

through [PS,

combining with

Cross Analysis

Achieve comprehensive
protection by detecting and
cross-analyzing cyber
incidents.

* Automatically upload detected
data to cloud and conduct analysis
* Find out security incidents that

require further investigation

Cybersecurity
Incident Notification

Init, TTPs

Incident
Response

News TTPs

Investigation
Report
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Intelligence Center Breach and Attack
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(ISAC) Simulation (BAS)

|
training

__intelligence

Security Orchestration and

Automation Response analysis

(SOAR)

Compliance Engine

NDR (UEBA)

Network Security as a Service

On-demand EDR / \Q
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SASE (SECURITY ACCESS SERVICE EDGE)
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Network as a Service Security as a Service
oo
Connect Protect
q SASE >
Secure Access Service Edge
SD-WAN
Cloud network management
One touch deployment
Network encryption / decryption CASB
Bandwidth optimization SWG
IdP integration DLP
DNS protection Sensitive data discovery
P ?t‘afuscatlon / privacy Endpoint protection
KO Nesomcs I redundar-xy Threat protection / detection
Traffic shaping Wi-Fi protecti
Routing and path selection R
Saa$ acceleration UERA / freud
Remote User Access / SDP Remote browser isolation
VPN WAF / WAAP
QoS Firewall / NGFW

CDN PoPs
Deduplication
Caching
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Cato Networks Tel Aviy, Israel Cato SASE Cloud

Cisco San Jose, California, U.S. Cisco+ Secure Connect

Citrix Fort Lauderdale, Florida, U.S. Citrix Secure Internet Access with Citrix SD-WAN
Forcepoint Austin, Texas, U.S. Forcepoint ONE with FlexEdge Secure SD-WAN
Fortinet Sunnyvale, California, U.S. FortiSASE

Netskope (Infiot) Santa Clara, California, U.S. Netskope SASE

Palo Alto Networks San Jose, California, U.S. Prisma SASE

Versa Networks Santa Clara, California, U.S. Versa SAS

VMware Palo Alto, California, U.S. VMware SASE

Providers of Managed SASE

Aryaka ~ AT&T ~ BT ~ Comcast » Deutsche Telekom ~ Expereo -

Horizon Telecom ~ KDDI ~ Lumen - MetTel - NTT Group ~ Open

Systems - Orange Business Services ~ Telefonica - Telstra - Verizon - /

Windstream Communications
S S\ 7.



—SASE = NETWORK AS A SERVICE + SECURITY AS S
SERVICE
. égﬁ%(TSMC ARIZONA) LS ~ BEFEEE(CMMC) ~ 5G AIOT BZZE K SASE
e NETWORK AS A SERVICE
e SD-WAN ~ FWA ~ MEC - RAN

 SECURITY AS S SERVICE
o 2% CYBERSECURITY FOUNDRY LAB, CYBERSECURITY ODM fEi=t

+ LIODMIYE S ~ SEum IR ~ il A kS, BB 2RI LRI E

* 3%/ DATA-DRIVEN Jz THREAT-DRIVEN T/\Véfiﬁéﬁ)%’éc%;ﬁ;ﬁ%%@ﬁﬁﬁﬁ
* MINIMUM VIABLE PRODUCT

e LAB CONNECTION ~’
e TEAM BUILDING
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o MILESTONE

FWAAS -> SWG ~ CASB -> ZTNA /

ZTNA

CASB

SWG

7,500

Firewall

Millions of Dollars

SD-WAN

0]
2020 2021 2022 2023 2024 2025

Source: Gartner (July 2021)
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CYBERSECURITY AL ANALYTICS (SAAS)

« INTELLIGENCE ANALYSIS CENTER (RULE, SIGNATURE, B/W LISTING)
- WEB SERVICES WITH RESTFUL API (1)

- EXTERNAL INTELLIGENCE (WITH STRATEGY PARTNERS) (2)
> ISAC (TAIWAN G-ISAC, ..., GLOBAL ISAC, TWCERT/CC)

> OPEN SOURCE INTELLIGENCE (OSINT)
> COMMERCIAL INTELLIGENCE (E.G., SOPHOS, CISCO,...)

- INTELLIGENCE SECOPS
> INDICATORS OF COMPROMISE (I0C) MANAGEMENT AND CLUSTERING
« AGENDA
- 2023Q2: SOAR/NDR INTELLIGENCE SERVICE
- 2023Q3: SOAR ML ANALYTICS (1) / NDR FL EDGE (1)
- 2023Q4: SOAR ML ANALYTICS (2) / NDR FL EDGE (2)

ISAC, Information Sharing and Analysis Center



CYBERSECURITY AL ANALYTICS (SAAS)

 EVENT CORRELATION ANALYSIS AND THREAT INVESTIGATION
WITH MACHINE LEARNING

- MACHINE LEARNING FRAMEWORK DESIGN (1)
> FEDERATED LEARNING (FL), TRANSFER LEARNING (TL)
> DATA POOL DESIGN

- ANALYTICS MODEL (2)
> DECADES FOR SOAR
> MITRE ATT&CK MODELING AND IDENTIFYINNG

> ENCRYPTED TRAFFIC ANALYSIS WITH FEDERATED LEARNING

m MALWARE, APP SERVICES/BENIGN/MALICIOUS ENCRYPTED FINGERPRINT
m FL DEPLOYMENT

> EVENT RISK ASSESSMENT



CYBERSECURITY AL ANALYTICS (SAAS)

» VERIFICATION & EVALUATION (1)

- BUILD UP BREACH AND ATTACK SIMULATION (BAS)

> CALDERA
> SHIELD EXTREME X-RANGE
> LKC ARGUSHACK

- MITRE ATT&CK 2024
- FIREWALL AS A SERVICE EVALUATION
- SD-WAN SCENERO EVALUATION



CYBERSECURITY AI ANALYTICS (SAAS) BUSINESS
MODEL

Cybersecurity Intelligence

Cybersecurity Al Analytics (SaaS)

- Intelligence Analysis (rule, signature, * Intelligence (loC, B/W list,
Breach and Attack Simulation B/W listing) yearly)
* Event .Correlatic_)n Analysjs and Th.reat e ML for edge (license
Investigation with Machine Learning fee /device, yearly)
Vul. scanning * Risk Assessment (SBOM) 7YY
' * BAS for Al

1 Edge feeds
DevOps, Cloud (AWS, ASUS)

peligence (o, B/W i SOR Feet ﬁmﬁl
eeds

Threat & Risk Assessing

. . ML for SOAR ML evaluation Home Router
* Licensing SD-WAN
* Subscription Virtual War Room (SOAR) :?;ICIe network

Service
Supply chain vendors, cloud services, healthcare

29
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_OUTLINE

Background Story

A. Originated from the Al/OT/CT/IC R&D project at CSTI lll in the year 201X
B. Establishment and interruption of Taiwan Cybersecurity Foundry Company
Technological Development and Collaboration

A. Development of core systems like SecBuzzer
B. Collaboration with over 10 cybersecurity companies and seed round investment
C. Challenges and technology transfer

Future Outlook

A. Trends and developments in the AloT era
B. Changes and challenges in the cybersecurity market

Importance of Collaboration and Support
A. Example of collaboration between CyFoundry and WNC
B. Value of partners and supporters

Technological Innovation and Challenges

A. Applications of Al at the edge and significance of FOTA technology
B. Solutions for zero trust and cybersecurity challenges

Looking Ahead to Future Trends

A. Development direction in the AloT era
B. Development and applications of cybersecurity Al

Conclusion

A. Importance of continuous innovation and staying true to one's initial intentions

>\

B. Strategies and goals for entering the market
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MINING NEFWORK DATA: FROM PACKETS
JO NETWORK FLOW TO ATTACK PATTERNS

N
| High
elntention detection Network Security Knowledge Base
*Behavior analysis am— Under Construction
a N
* Attack graph
e Alert correlation ‘/“‘ Attack Graph Database
C Event Analysis y Meta level
* False alarm reduction W
* Adapt to your network ) A\ Network Flow N’
* Ranking SNORT rules J \ '
9 ~ Analysis Q,
; : N S ‘
* SNORT W)\ Lo
* Hardware to speed up / Packgts :
. pattern matching y A\ o N 4
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. IDS CAN'T ANALYZE THE
CONTEXT OF ALLACTIVITIES

: HARD TO
BALANCE BETWEEN AN OVERLY SPECIFIC SIGNATURE AND
AN OVERLY GENERAL ONE (STATISTICAL LEARNING CAN
HELP!)

. ACTIVITIES THAT ARE
NORMAL IN CERTAIN ENVIRONMENTS MAY BE MALICIOUS IN

OTHERS (ACTIVE LEARNING CAN HELP!) ~—

. LOOKING FOR A- ‘
NEEDLE IN A HAYSTACK. SO MUCH HAY AND SO LITTLE TIM

(DEALING WITH UNBALANCED DKTA) J
N’ M
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A WISH LIST FOR IDS

« LOW FALSE ALARM RATE
 ADAPTIVE TO YOUR NETWORK ENVIRONMENT
 TAKE THE "COST” INTO ACCOUNT

 PROVIDE THE INFORMATION ABOUT THE
ALERT CORRELATION

« HELP US TO UNDERSTAND THE ATTACKERS’
BEHAVIOR

- KEEP THE PERFORMANCE OF COMPUTER -
NETWORKS —

* FRIENDLY GRAPHIC USER INTERFACE Y \/

| \/ -
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TLS Fingerprint- JA3/JA3S and JARM

Cobalt Strike (penetration testing tool, or for malicious usage)

EIRARR 5 88
(Beacon Payload

E#e) P

——» Listener

Target£4l
VEshKR Team Server 255 RN

Beacon

=

JIEPBERINR, HTRES

Malicious Encrypted traffic detection
Malicious edge detection
Malicious service detection

vu ®)

35



N

e

- TLS FINGERPRINT- JA3/JA3S AND JARM

Y oz S
| >
A Listener

EIRARE 55 83

Listener

EIPAAR 583

Listener

EIRABR S5 83

1
Listener --!

\‘ HATIESS: whoami HIRABR S5 83
= 1
A Listener

Black Basta Attack Lifecycle

Phishing email ZIP Download

URL for ZIP File Extracted XLS

file

Enable Macros

QAKBOT C2

Activity

HTTP Traffic for
QAKBOT DLL

N

Cobalt Strike
deployment

Cobalt Strike C2
/ System
Discovery

Cobalt Strike is a Pen Testing toolkit
But also used in postcompromised
phase

How to detect under encrypted tunnel?

(1).(2) ... (7)

Encrypted Traffics Detection

1. Decryption (Intel IPU)

2. Signature (Emerging Threats
rules)

3. Behavior (Cisco Joy)
snccosdd,  Fingerprints (JA3/JAS3S,

Ransomware
Deployment

‘% JARM today’s io,oic) Q,



TLS Fingerprint- JA3/JA3S and JARM

JA3 is a method of TLS fingerprinting

JA3 gathers the decimal values of the bytes for the following fields in the Client Hello packet; SSL Version, Accepted
Ciphers, List of Extensions, Elliptic Curves, and Elliptic Curve Formats

The field order is as follows:

SSLVersion,Cipher,SSLExtension,EllipticCurve,EllipticCurvePointFormat

How SSL works
Lot Ne +

@

Example:
769,47-53-5-10-49161-49162-49171-49172-50-56-19-4,0-10-11,23-24-25,0

"’\ — , If there are no SSL Extensions in the Client Hello, the fields are left empty.

&y O

Example:

These strings are then MD5 hashed to produce an easily consumable and shareable 32 character fingerprint. This is
the JA3 SSL Client Fingerprint.

769,47-53-5-108-49161-49162-49171-49172-56-56-19-4,0-10-11,23-24-25,0 --> ada70206e48642a3e4461f35583241d5
769,4-5-10-5-100-98-3-6-19-18-99,,, --> de350869b8¢85de67a350¢8d186F11e6

Supporting: Moloch Trisul NSM NGiNX BFE MISP Darktrace Suricata Elastic.co Packetbeat Splunk MantisNet ICEBRG Redsocks NetWitness
ExtraHop Vectra Cognito Platform Corvil Java Go Security Onion AlEngine RockNSM Corelight VirusTotal SELKS Stamus Networks IBM
QRadar Network Insights (QNI)

TLS Fingerprinting with JA3 and JAS3S,
Github, https://github.com /salesforce /ja3 </ | /

37


https://engineering.salesforce.com/tls-fingerprinting-with-ja3-and-ja3s-247362855967/

TLS Fingerprint- JA3/JA3S and JARM

JARM Cloudflare 2019 Black Hat Europe

TLS servers: Operating system, Operating system version, Libraries used, Versions of those libraries used, The order

in which the libraries were called, Custom configuration

JARM works by actively sending 10 TLS Client Hello packets to a target TLS server and
capturing specific attributes of the TLS Server Hello responses. The aggregated TLS server
responses are then hashed in a specific way to produce the JARM fingerprint.

test@kobayashi-maru: $ python3 jarm.py salesforce.com

Domain: salesforce.com

Resolved IP: 23.1.99.130

JARM: 2ad2ad0062ad2adoo042d42d000000c9111021662addf+d4606e9159alec98

$ python3 jarm.py -v salesforce.co test@kobayashi-maru: $ python3 jarm.py -v salesforce.co

10.129

00420420006000c9111021662addffd4606e9f59a1ec98 JARM: 2ad2ad 2ad2adoeee42d42do00000c9f11021662addffd4606e9f59a1ec98

ttp/1.11f1f01-6000-0001-0600b-00. 0010, Scan ' c03010380 ntetr 114101 -0000-0001 - 06¢
ttn/1.111101-0000-0001 -006D0 -00. 0010, Scan 2: ¢c630103806 ntetr 114101 -0000-0001 - 064

t Lt 1.0/ 1101 -0000-0001 -0060D0 -006. Scan 4 cO301030 O11101-0000-0001 -064
ttp/1.01 1101 -0000-0001 -000Db -00. 0010, Scan 5: ¢c03010303ihtty OIFffo1-0000-0001 -06¢

(SecurityTrails Shodan BinaryEdge RisklQ Palo Alto Networks Censys 360)
JARM Github:

38


https://github.com/salesforce/jarm

TLS Fingerprint- JA3/JA3S and JARM

JA3/JA3S is passive, JARM is active- new cyber threat intelligence resources

|dentify Malicious Servers, Proactive Blocklists, deployment into Detection and Response,
Configuration Validation and Application Identification

JARM Fingerprint Server / Application Possible Version

27d3ed3edo003ed1dc42d43doo041dac6f89ec17d1lcb5afe80531c¢72353af5 Cloudflare

2ad2ade@@02ad2ad22c2ad2ad2ad2adccf032431f40d306256e19e3e47¢c11072 Nginx 1.13.10.1

29d29d00029d29d00029d29d29d29d3838d058a0d21ac352877290630daded Fastly Varnish

2ad2ad16d2ad2ade@o2ad2ad2ad2adaa3acdc5b419ea%e93160032149d6831 Apache 2.2.15

Malicious JARM Fingerprint Overlap with

Server C2 (as of Oct. 2020) Alexa Top 1M
Trickbot 22b22b89b22b22b22b22b22b22b22b352842cd5d6b0278445702035e06875¢C 0
AsyncRAT 1dd40d40deee4ed1dc1dd40d1dd40d3df2d6a0c2caaaddc59908f0d3602943 0
Metasploit 07d14d16d21d21d00042d43d000000aa99ce74e2c6d013c745aa52b5cco42d 0
Cobalt Strike | 87d14d16d21d21d07c42d41d00041d24a458a375eefOc576d23a7bab9a9fbl 0
Merlin C2 29d21b20d29d29d21c41d21b21b41d494e0df9532e75299f15ba73156cee38 303

Domain JARM Fingerprint

google.com 27d40d40d29d40d1dc42d43d00041d4689ee210389F4Ff6b4b5b1b93192252d
youtube.com 27d40d40d29d40d1dc42d43d00041d4689ee210389F4Ff6b4ab5b1b9392252d
blogger.com 27d40d40d29d40d1dc42d43d00041d4689ee210389F4F6b4ab5b1b93F92252d
facebook.com 27d27d27d29d27d1dc41d43de0041d741011a7bed3d7498e0df05581dbo8as
instagram.com 27d27d27d29d27d1dc41d43de0041d741011a7bed3d7498e0df05581dbo8as
oculus.com 29d29d20d29d29d21c41d43d00041d741011a7be@3d7498e0df05581dbe8as

Cipher picked and TLS version, SHA256 of TLS extensions 4
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WARTERR I © BFCPCAPREZE » SRS ZOREHIRA Ny o] ek 5 RAL R AV OS2 = 15 7] DUs B #EATPCAPAE 25 H HYRHES it B R0 - SR AU AHBARVF ORI CRAR (BIAnIPAraL - MR -

BENANET) o WRFEEHR R SOAE -« BIRMITRE ATT&CKAY R » HECRAEBEAITTPATSS BHRE S e 1 mTER AR SCAT 2 -

R SRR 5 HﬁEF@@E’]EHW%W Sl SREERTAEEE - MEMREHER AT B & —[EME (RN EMEEME) MHENEZE (MITRE ATTRCKIEZRTAHETTPEERT) - Bk » &
gt H] DU R S A TIRE

S PIETEIRE © SEPR—(E AR S SRS - BIAIGPT-3.5 - (FFIBHIRNE (IHUGGING FACERTRANSFORMERSIHL ) ACHEHEFINIISRISE - FTLURTRIAIE F 1k BUMATH A - st
R 45 52 R 15 <

Tﬁﬁ”{;&nﬁ {5 FTERR E IR HVERH R ST BERARE S AT T - SRS R R fHa AR TR - WARBIARIR UGS RAET S B » (EERIRE S (0 & B & 2 s EAHREHY
[l

BRsSarAh ¢ (F APHIGEEEEEI SRIE VIR A A TRRsS TR Al - AI DAGEFITEAE (AIZEMER ~ FI BT ) SHEEAYAYMERERIAEREM: -
BRI © — B BEAIL RS BB > R DB B AR > DO BRI & 28 m SR - 15 1] DUR B RS AP 5 S R I H R S & 2R E . -

s LR JIS—EEE BN S HATRERENENNE TR - MRGE BB & > WS BRI RR VR R ESE AT o [FRr - HECRTHVIAEL S| SREEAH B
Ei’]/z*iﬁ%%ﬂ HIEAEL - WOREE AN EREIRRL -

41

=

=
).



Recommendatic £ Your overall decision concerning the acceptability of this paper
Anor =r, Strong reject. Mill be disgusted if this is acgeniéd. (0)

5 Bye P,Wes this paper contribute to its field of study?
No con )

Poor to fair 1)

\/
*** Relevance: Is the material in this paper consistent with the call for papers and/or otherwise suitable and in scope for this conference?

In the neighborhood (2)

> *** Comments for Authors: This should be a detailed review of the paper's contents. It should include a single paragraph identifying the paper's contribution, a broad paragraph indi
specific areas you think need addressing. Two or three line reviews will not be accepted.

If you recommend rejection in any form (overall 2 or below), you are required to provide a single paragraph describing the concrete reason that the paper should be rejected. Please |
manner

The paper proposes using co-training to leverage both labeled and unlabeled data for intrusion detection. The paper also introduces active learning in which statistically ambiguous

Experiments are performed on the KDD 99 dataset.

Iho oones nnstpoyalc e des. s - o, nodnow.. Mocoor o swhot inespnnand in.dhin mones s, Y ch e m  m AR T i AT SR T R AT AR s ey p D s nb T

=113

" FDATASET: _
<DD 99!
CICIDS2018!

* DATASET POSES SIGNIFICANT
CHALLENGES IN THE FIELD OF
CYBERSECURITY Al

* BENCHMARK FOR PHD
* MC HUGH’S CRITICIZE
* KDD99 & COTRAINING

* SEMI-SUPERVISED LEARNING
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7ECML/P ‘D Workshop on Privacy 4nd Secunty issues in Data IV Mining and Machine
Learning (F SOML 2010), Barce! _da

BEM PK@D‘QO N pPs:oML

SBAD: SEQUENC
ATTACK DETECTION S4A
-/ SEQUENCE C(MPARISON

° 1Department of Computer Science and Information Engineering
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The three settings we explore for in-context learning Traditional fine-tuning (not used for GPT-3)
Zero-shot Fine-tuning
The model predicts the answer given only a natural language The model is trained via repeated gradient updates using a
description of the task. No gradient updates are performed. large corpus of example tasks.
Translate English to French: task description sea otter => loutre de mer example #1
cheese => prompt

:

How to use BAS to provide

One-shot peppermint => menthe poivrée example #2
f k I d In addition to the task description, the model sees a single N
eW nOW e e O r One example of the task. No gradient updates are performed.
gradient update
v
O - h F - h Translate English to French: task description ane
(One-shot, Few-shot) case to .
sea otter => loutre de mer example
LLM2 Chsasa o P plush giraffe => girafe peluche example #N
gradient update
Few-shot

In addition to the task description, the model sees a few i Pt

examples of the task. No gradient updates are performed.

How to find zero-day via
zero-shot (no example)?

Translate English to French: task description
sea otter => loutre de mer examples
peppermint => menthe poivrée

plush girafe => girafe peluche

cheese => prompt

Figure 2.1: Zero-shot, one-shot and few-shot, contrasted with traditional fine-tuning. The panels above show
four methods for performing a task with a language model — fine-tuning is the traditional method, whereas zero-, one-,
and few-shot, which we study in this work, require the model to perform the task with only forward passes at test
time. We typically present the model with a few dozen examples in the few shot setting. Exact phrasings for all task
descriptions, examples and prompts can be found in Appendix G.
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Sophos ET!Z[I”&% ChatGPT Eﬁﬁﬂﬂﬁgﬁiﬂﬂm“
T TV TP ————— i BERT Embeddings: A Modern Machlne-

Security News » i e =3 £ |earning Approach for Detecting Malware
from Command Lines (Part 1 of 2)

Palo Alto Networks To Launch Its Own LLM ‘In The
Coming Year’: CEO Nikesh Arora

BY KYLE ALSPACH »
MAY 23, 2023, 07:22 PM EDT

The cybersecurity vendor sees ‘significant opportunity’ around bringing generative Al to
offerings, including through developing a proprietary large language model, Arora said
Tuesday.

T, Sophos EMHTFUEHEARZ T TEBNSHENE . SERH—1
ITEXPLAINED
Q-~ WEBINAR RS bl
e B IAIEE N

-3 (BT FRAFLET ChatGPT S =#ER1E

) S SR RN N ERNSFAT - BFEL " @RRGE

GPT : HEEMRTER Al Z=SEH |, 55878 7 Sophos X-Op
.

RIBENE - HESE A GPT-3 AT E=Z RS {L L =HISAE

Cisco Unveils Next-
Gen Solutions that
Empower Security and
Productivity with
Generative Al

IDEE Al B%EmEE BR\/EE [XCockpit] BEMLESEZREBEETF
SRREREERBE

M xcocKPIT Omsbbourd . eddets  § Mecagerms P _ g}
& ©» D sxes Nisck Satace | @ Uncass a

:'_,;)' N A ‘-..\

- i ITEXPLAINED
« Powerlul new gensralive Al lealures across Cisco's Collaboration and Secunty portfolios wall drive e & Crapsim fisk & Cyxoirt ey WEBINF‘R
T ] ol m m

News Summary:

I Linked orocluctivity and simplicity across the enterprise. umg&&m "
« New generative Al-powered summarization capabilities in Webex by Cisco will increase productivity and
~/ Tuwitte nelp people do their best work. : -~ oo
Previews of new Al capabilities in Cisco Security Cloud will greatly simplify policy management and e e ESG

mprove threat response - ey A Tan b [ #Q&‘ﬁ
S TR E Sete v 1 Owtownd ' - M ‘- B Lust ddert Tirse " IR Mty v e o
CISCO LIVE, LAS VEGAS, June 7, 2023 - Today Cisco (CSO0) announced it is reimagining the way people o KRS

work with new, powerful generative Al technology. Cisco will harness .‘Y'; e language models (LLMs) across & mﬁ]ﬁgmﬁ
ts Collaboration and Security portfolios to help organizations drive productivity and simplicity far their
klorce

https: / /newsroom.cisco. com/c/r/newsrolom/en/us/m/.yQO23/m06/¢4sco unveils-next-gen-solutions-
that-empower-security-and-productivity-with-generative-ai.html



When AOT to Pre\)d'ct?

Production Original Classifier Training Data
Space Incoming Samples )
~ @Ok A —
~ labels ~—

Facilitate Model Update

N

CADE [ Detect Drifting ]L[ Explain Drifting } |
o 2

Goals

€@ Detect drifting samples

@ Find a small subset of important
features that explain why the drifting
sample is different from training data

10

Self-supervision: Contrastive Learning

* No knowledge about future drifting samples = self-supervision

* Use contrastive learning to learn a compressed representation of the
training data by contrasting with existing samples

v~ B

High-dimensional space Contrastive
(Original space) Autoencoder

| Moot |

”~~

—>

Low-dimensional space
(Latent space)

* A sample is far away from ANY existing families’ centroids,
it’s a potential drifting sample; rank for investigation

13

4

Why It’s Hard to Define a “Good” Distance Function?

a0
* Distance loses effectiveness in high-dimensional data i . ’*}\/

— This sample feature space has 1,368 dimensions " TRE i X
J i ey,
* Drifting samples are not labeled, hard to differentiate 0 & s *

from normal samples -20 s’ s "

-30

" %

-50 -40 -30 -20 -10 0 10 20 30 40

T-SNE plot for the original space of an
Android malware dataset (Unseen family:

12

Self-supervision: Contrastive Learning

* No knowledge about future drifting samples = self-supervision

* Use contrastive learning to learn a compressed representation of the
training data by contrasting with existing samples

~~
(o)
0 -

%

Low-dimensional space
(Latent space)

v~ [

High-dimensional space Contrastive
(Original space) Autoencoder

.

* A sample is far away from ANY existing families’ centroids,
it’s a potential drift'pg sample; rank for investigation

-
N / ’V \
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| Evaluation: Datasets
Why CADE Works? . , ,
Drebin [NDSS’14] IDS2018 [ICISSP’18]
2 A * Top 8 malware families * Benign + 3 types of network intrusion
0 - & Z.Dmi:“l * 3,317 malware samples * 130,702 network flows
. g B R “ o W sesenisge * Training set: 80% of 7 families + Training set: 80% of 3 families
. wims & 1 S o o ) % o « Testing set: 20% of 7 families + unseen family ¢ Testing set: 20% of 3 families + unseen family
A v I »:_1.:‘ 4 B oo ® FakeDoc

R 2 : | 2> (@ (g
P 0 -40 30 ': -1 0 10 -‘". 0 40 Ns:' 40 =-30 ~20 ~-10 O 10 20 30 40 w',:' a0 -30 -20 ~10 0 10 20 30 4D “‘}& "{{9
Original Space Latent Space (Vanilla AE) Latent Space (CADE) ‘-‘:—‘J ‘{L
T-SNE visualization for Drebin dataset (Unseen family: @ lconosys) 18
20
, . Drift Detection Results
Our Method: Distance-based Explanation
Iteratively choose a family as the unseen family and report the average results here.
* Perturb the original features and observe the e Method Drebin (Avg+Std) IDS2018 (Avg+Std)
distance changes in latent space Bozndaryg
o - ) F, Norm. Effort F, Norm. Effort
* Perturbation strategy T~ OO O\\. _
_ Replace X, ’s feature value with those of a B Xr ! Q, AN _ca Vanilla AE 0.72+0.15 1.48+0.31 0.74+0.12 1.74+0.40
reference sample x,. Eme ~ 10 60 /
— x, is closest to the centroid of nearest family Xt f—n explaining S _ - 7 Transcend 0.80+0.12 1.29£0.45 0.65+0.46 1.45£0.57
5% . Di
* Optimization goal - CADE 0.96£0.03  1.00+0.09  0.96+0.06  0.95+0.07
— Minimize the distance between x; and C, O Training in-distribution
— Use elastic-net regularization to minimize the B e
number of selected Important featupes W Drifting sample | Real-world test: evaluate on Blue Hexagon PE malware dataset, still effective!

* Vanilla AE: Standard Autoencoder without contrastive learning. 19

17 T _

DATA AUGMENTATION! = .
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-, SOPHOS Al GPT-3 FOR CYBERSECURITY REPOSITORY

1. Spam detector R AEXDRIE I R S 5 A 2 2 T
Spam detector demonstrates how to identify A GPTEHL B RIS
spam messages using GPT-3 few-shot learning RIS BERS HE —r (LOLBIN) f1-S /T -

or fine-tuning.
“Few-shot” process for natural language

2. Command analyzer - queries
Command analyzer shows how to analyzer complex ==
command lines using GPT-3 few-shot learning.

Output

GPT-3 model ‘

SophosXOps

https: / /www.ctimes.com.tw /DispArt/tw /GPT-3 /Sophos /230327 1353 XN.shiml
https: / /github.com /sophos/gpt3-and-cybersecurity
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~ SOPHOS Al GPT-3 FOR CYBERSECURITY REPOSITORY

## Command

“Few-shot” spam detection

C:\\WWINDOWS\\system32\\cmd.exe /Q /¢ echo dir \"C:\Wsers\\admin\\OneDrive - ADMINISTRATORS INC\" A>

\W127.0.0.1\C$\\__output 2*>4&1 > C:\\WINDOWS\\TEMP\\execute.bat & C:\WWINDOWS\\system32\\cmd.exe /Q /c
. Query CA\WINDOWSWTEMP\\execute.bat & del C:\\WINDOWSWTEMP\\execute.bat
Instruction [message to ba classified)
- ## Tags
Classify as Spam or Ham Free top ringtone g
-sub to weekly... > E win_local_system_owner_account_discovery
ey =g ## Description from Baseline

“Helper” training data Classification

The command will write the output of the dir command to a file on the localhost, and then execute that file.

Am on the uwork] se

Am i buying the qbank 2 a2 < -
only or ami buying R with GPT-3 model ## Description from Back-translation
the solf assessment

olso?

Froe-message:
JamsterGet the crazy
frog sound nowt For poly
text MADL, for redl text
MAD2 to 88888. 6 crazy
sounds for just 3
GBP/week! 16+0niy!
T&C's apply

— l
A command line is The descriptions are each
translated by GPT-3 into translated into command

multiple natural language line entries.
descriptions.

The command will create a file called \"execute.bat\" in the C:\\WINDOWSWTEMP folder. It will then run the command
\"dir C:\\Users\\admin\\OneDrive - ADMINISTRATORS INC\" and output the results to the __output file on the local
machine. The batch file will then execute itself, and delete itself afterwards.

The resulting command
lines are compared to the
original; the descriptions
for the ones closest to the
original are deemed most
accurate.

SophosXOpS

& || SRR ER/ N > GPT-3BH A8 > HoA S (4 U
%%;Qﬁxi o AR RVSQLIVE B4 > T —LE T HIIRF
TiE, -

L

51

REFFIGPT-325$ 4+ HLOLBins (RMIEUMAY —HEfrf) K < (B O FINIRIRE - A8
(BB > (TR AT SLOLBIG T oty T 55 - 9
& HEELURAT - SEBARE » AR EIGPT- 3B 5 a2 (RS - 5\
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o AlEamo{THE RanpSTTHIA B Z BRI Al TS HY SN DU HIRGE E M B E 25
» 2KH TRANSFORMERS (BERT) ix AHYEE [m14miEas 22 A] AR D A IR S 1T BV EdER EY
* BERT fix A Z _EHYEE (B HIzs M B BRI B i I R E ap 51T
o FR{MY BERT AU D dme A BBy 5 =g B ] - fiis® 7 % CROWDSTRIKE FALCON® &1 frasE
C:\\WINDOWS\\system32\\svchost.exe -k NetworkService -p -s Dnscache Command Lines
\ J\ J | J
| A\

Y BERT
FilePath Executable Arguments

BERT
embeddings

Outlier detection algorithms
(PCA/COPOD/AE/IForest)

C:\\WINDOWS\\system32\\svchost.exe -k NetworkService -p -s Dnscache

Anomaly
scores

Anomaly selection

['C:', 'WINDOWS', 'system32', "'svchost.exe’, '-k', '"NetworkService', '-p', '-s', 'D’, "##ns’, '##cache’]
Potential anomalies

== Original
== Non-finetuned
w== Finetuned

TPR

FPR

Layer:| 5 $| Attention:| Input - Input %/

The_
animal_
didn_
o t
Cross_
the_
street_
because because_

it it_

was_ was_

too_
tire

d



WNC AI-ASSISTED CYBERSECURITY SERVICE

* Intrusion detection and defense
. * Data encryption Threat Intelligence
. * Application isolation
. * Secure upgrades and remote loC TTPs
lloT Device | e
* Filtering and blocking malicious TLS/SSL Fingerprint
' traffic
Dy |
«—{ NDR Device (CHR2) |- Device Manager —
(R |
Evidence Assets Preserve FOTA
Preservation | Inventory Management
@?\\ NIDS Blocking Thingsboard
Al-assisted |
traffic analysis |

Threat Hunting Engine

Correlation Ensemble

Al-assisted Threat Hunting

SASE Central

Device Info. | Assessment

Threat Visualization

Provide stronger network security defense capabilities to detect and prevent various
attack techniques and technologies, including traditional attacks, zero-day attacks,
and advanced persistent threats (APTs). Adapt to constantly changing threat

landscapes and provide continuous protection.

Vertical

v Integration

Semiconductor
Supply Chain

Healthcare

i o

o~
o

og

Smart Home

Electric
Vehicle

D




WNC Al-assisted Security Service
FOTA & Cloud Management

* Seamless FW updates via WNC’s cloud server:
* Avoids system service disruption
* Built tools to monitor the server environment and send notifications if abnormal
* CWMP, FOTA for Al, segmentation, risk level grouping ) \
host [ [ s [ e |
= [ == |
* MAP view  Device list » Camera/App management E..m : i"‘.«; ;: Em
» Device/Client list « Group management /\\ Video streaming P o e FS =
« FOTA « File manager : * ™. Video storage e = 1] [ sieet
- - Configuration « Scheduler . E « Video snapshot e e =
* Reporting -y \, + Log manager P - 2-way talk S e =
- mrbﬁt@i%e ot F'?i‘fﬁb@f% ) é’}'ﬁﬁn“l“"lﬂw&bell = EER— =
Management Upgrade Management _ @_'—T:T--' R 7 Sl 15
\\;@ J

. e

i | Web Browser H l ACS Services l

Group Alerts & Send Notifications

o I K e e |
) =
i * A e Il o Mekica GI"O fana
2= . 1
| e |
Apps e o | Y VICTORIA } .............. @
Haproxy “ v METRICS
« Device/User management <« Configuration « Sensitivity level « Camera location z'::i::nzm E e < m
» loC database « SON log  Intrusion state  + Video streaming MongoExporter N7
« Thread analysis - Topology « Activity level « LDWS report PostgreeExporter X7 VMaLerT mg { l l ‘
 Al-based malicious ~__* Device list « Sleep report « FCWS report casv e
detection _ . Network stats » Respiratory rate < Video snapshot > f
!: % Gl(’bhh@@tllmty — ” MeSh Router Wi'Fi senSing aSh Cam o Alertmanager _— email
‘ | l Management Service Management |

Analysis




o/
ARCHITECTURE OF AI-ASSISTED THREAT HUNTING ON CLOUD

Chqllenges Harsh real-time requirements, specificity of detection signature,

dependency on environment and true attacks are rare events

Continuously add new data

4

None-Labeled Data

[

]

Labeled Data

CIC IDS 2018 Dataset
Train l Create Train Train
N N

3rd Party Verification

;

!

Labeled Data

pdate Parameter

vV

NIDS Model

Train
4 )
Kitsune CADE ACID
Zero-Positive Concept-Drift Fusion Supervised
Learning detection Learning
o AN L
Mapping / Prediction
ﬁ 4N 4N

Data CoIILe'ctor and Scheduler'_l

e

WNC Cloud

[ Al Model found suspicious behavior

‘Compress

N/

Update Mode

Model

Com pressed}

4

MLOps

Low false alarm
rate

Adaptive

Novel attacks
discovery
Attacking
scenario
correlation
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https://crossing.cw.com.tw/article/17565
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Background Story

A. Originated from the Al/OT/CT/IC R&D project at CSTI lll in the year 201X
B. Establishment and interruption of Taiwan Cybersecurity Foundry Company
Technological Development and Collaboration

A. Development of core systems like SecBuzzer
B. Collaboration with over 10 cybersecurity companies and seed round investment
C. Challenges and technology transfer

Future Outlook

A. Trends and developments in the AloT era
B. Changes and challenges in the cybersecurity market

Importance of Collaboration and Support
A. Example of collaboration between CyFoundry and WNC
B. Value of partners and supporters

Technological Innovation and Challenges

A. Applications of Al at the edge and significance of FOTA technology
B. Solutions for zero trust and cybersecurity challenges

Looking Ahead to Future Trends
A. Development direction in the AloT era
B. Development and applications of cybersecurity Al

Conclusion

A. Importance of continuous innovation and staying true to one's initial intentions

>\

B. Strategies and goals for entering the market

N
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 CYBERSECURITY IN SUPPLY CHAIN (SEMI, CMMC) -
5G AIOT

* NETWORK AS A SERVICE
* SD-WAN ~ FWA ~ MEC ~ RAN

* SECURITY AS S SERVICE

* DEVICE MANAGEMENT CLOUD, FIRMWARE ON THE
AIR

* DEVELOPING THREAT-DRIVEN AND VULNERABILITY-
DRIVEN THREAT HUNTING AND CYBERSECURITY
COMPLIANCE SERVICES

* MINIMUM VIABLE PRODUCT- SMALL AND
MEDIUM BUSINESS NETWORK DETECTION
AND RESPONSE

* SUPPORTING SOFTWARE BILLING OF
MATERIAL (SBOM) VULNERABILITY

ASSESSMENT

Millions of Dollars

Gartner

60



* We are currently recruiting. (WNC)

Ching-Hao Mao (Eric Mao) 45
chmao2008@gmail.com
Eric. Mao(@wnc.com

The things that do not kill
me make me stronger.

BBy Rl S AT il

= pag R

Android Engineer (Cloud Team)
DevOps Software Engineer

Al Cybersecurity Meetup
chmao2008@gmai.com
Tue 20:30~21:30
Online (Teams)
Topics:
 SAGE Model
 CADE: Pros and Cons
* TLS Fingerprints

 Welcome to industry-academia

collaboration

* lloT, 5G

* [PU (OneAPI)
e LLM

61

AT NS



mailto:chmao2008@gmai.com
mailto:chmao2008@gmail.com
mailto:Eric.Mao@wnc.com




