API Security — a
must have for
network operators

Chao Yin Loong




Purpose of talk

® As network operators embrace NetOps there will be a
plethora of APIs available

e Network operators increasingly automating and using
APIs

® APIs by network operators need to be secure
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Example

Hacker hijacks Orange Spain RIPE account to cause BGP havoc

By Lawrence Abrams January 3, 2024 02:44 PM 0

® In this case it was via a password
® Imagine if this was via an leaked API key
e Need tools to detect anomaly in the way API is used
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The API Security Environment

° Existing application
security solutions not
. built for APIs

By 2024, API abuses
and related data
breaches will nearly

double.:

31%

of web traffic

is APls *

L]
® . o * 1Gartner: Top 10 Things Software Engineering Leaders Need to Know About APIs
2 Akamai threat researchers have identified that 31% of all traffic protected by Akamai

is API traffic
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What is your APl landscape?
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APl Abuse Can Happen Beyond WAAP
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DDoS Protection
(CDN)

Cloud Security
(CWPP, CSPM)
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Real world examples : Large mobile network
operator Data Breach

1.API used during testing got exposed.
2.APl had no Authentication or Authorization mechanisms.

3.API had no rate-limiting that allowed attackers to send a large

number of requests to retrieve data.
4.Customer IDs were stored in a weak format instead of the UUID

mechanism, which allowed attackers to easily guess and request
millions of records.
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Hypothetical example: Abusing RIR API

Manage IPs and ASNS > Analyse Participate > Get Support Publications

atlon > Developer Documentation > RPKI Management AP|

S oleRoT ¢« RPKI Management API
Ce >

Introduction

The RPKI Management API allows you to manage your Certificate Authority and ROAs systematically.
Everything that you can do within the management interface in the LIR Portal is possible in the API,
ranging from requesting which BGP announcements you do with your certified address space, to
creating ROAs and setting up alerts. The APl accepts HTTP POST messages with JSON in the payload

1. Various RIR provides APl interface
2. APl compromised by malicious users through various means

3. Without any system to immediately detect anomalous usage, hackers can
misconfigure BGP routing and RPKI configuration and cause havoc
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Real world examples : Uber: Account Takeover

* How I could Have hacked your Uber Account (Anand Prakash, 2019)
* Anand got from a phone number/email address to full account takeover
* The vulnerabilities were quickly fixed by Uber

(1) POST /addDriver

v

(1) Error message with UUID

A

(2) POST /getConsentScreenDetails

v

(2) PIl and access token

A
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Real world examples : Uber: Account Takeover

:gSI lp3ﬂ‘leet-::enager/_rpc?rpc=addbr1verv2 HTTP/1.1 Response: " S s et daag - E
st: partners.uber.c ata”: {“code”: "message”:"Driver
("national?honeﬂuwera '99999xxxxx'|"country€ode':'1"} (1) IOxxSe-xxxxx-bOIa—xxxxI not found”}} '

{"status": "success”, “data”: {“data":
B s "on® 10

""", “role”

75 3
234, ileCountryld”: 77, "sobileCountryCode™: "+91", “hasirb.
Country®: 'nln,'hn(laﬂmt leCountry!
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80380
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Prof 1leGoog lewal LetUuie™: ml\.'lnvnm

1 ‘promot ioaCodeld” : oo, “promat ionCodelrs1 yn “promotionCode”: “n

POST /marketplace/_rpc?rpc=getConsentScreenDetails HTTP/1.1 R i Ay O S
Host: bonjour.uber.com 1 7:0% 11,61, QI)).;::Averln'o' e
Comection: close S
Origin: Hetess//baniour. R T Gtk e A

: jour.uber,com b L "0 tinull, "driverStatus .'
x-csrf-token: xxxx it o BT Bt bt By T
User-Agent: Mozilla/5.@ (Macintosh; Intel Mac 0S X 10_14_3) {"agdres ”: Wroooooo®, \territoryluid":" -:5-:-'.'::-1”1:':: aore
AppleWebKit/537.36 (KHTML, Llike Gecko) Chrome/73.0.3683.103 '::‘,,,’,‘:',‘:.;,,::""’ s oy P et o el
Safari/537.36 (2) et 8 o, 1pcode”: Wone”, "create
DNT: 1 " i B .uu 1[0,0,1, “ n, l)l...”". “updatedat”:
Content-Type: application/json ({"z;:‘;:‘;:g;lﬁ.‘.:;:!:l:i::y:-‘;'u-l{.:ﬂnﬂm :
Accept-Encoding: 9210: deflate (-;wu_tg:v lg‘nuiu:. Sionueig” 'lmryuu. signgTerritonuid”
Accept-Language: en-US,en;q=0.9 000 "R igepPremsE u.2 e i 1" iphone”,

Cookie: xxxxx
{"language”: "en", “userluid”: "xxxx-776—4xxxx1bd-861a-837xxx604ce" }

~('(m x'.l"t" “data”:(0,9,1,76,2,21,219,1]), W("l'
“type' *, "data”

10,0,1,76,2,21,219,11}, an!yll'nx, “signupDeviceld” :mull, “signu
pReferralla®inull,”s o&"xnul‘.'s romoCodethuid” null,"s

taull,
1,76, 1 21,218, ﬂll).'!ﬂlldﬂ'

{*type”:"Buffer”, “data™
{“type”:"Buffer”, “data™:
10,0,1,102,81, 35,153, 1351 }, “de LetedAt":nulL, “tenancy ™ : “uber/product 1on
'+ “mob1 lmu-twstnu: 1" MOBILE_NOT_CONFIRMED", “matiosallc”:mull,
nnuuuﬂnf uull.'-unnumtwn inull, “lastConfirmecMobile”: “x
10mAL th* Dooooo, “userT)
il mltrn-n nuuu'.'fr'waunu llull - ‘ulovwrl'
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ersionluid”:**, "getlocaleCopy”:nuil}}
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Real world examples : Uber: Account Takeover

API3:2019 — Excessive data exposure
| )ownsp
- The APIs exposed much more data than required to operate

The server responds with excessive data

-
——— [ ] “Name 'F:;zs;_r'
Card Number: e "CVV43T", O E
JOOK-XXXK-XXXX-9876 — }
e & > I I I
=
— o 3

Gateway Payments API Server
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Real world examples : Uber: Account Takeover

API1:2019 — Broken Object Q
Level Authorization [ —
- Users can access m
resources thatarenot | ™ 17w

owned by them

‘——>
LGET/ac mmmmmmmmmmmmmmmmmm
@owase x]
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Real world examples : Scoolio: Data Exposure

Scoolio — German student app
API exposed PIll and more for any user in the paltform

(1) GET /apilv3/Explorer

(1) Profile IDs

v

A

(2) GET /apilv2/Profile/{ProfilelD}

(2) PIl (email,DOB, GPS location)

v

A
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Real world examples : Scoolio Vulnerability

/api/v3/Profile/{ProfilelD} /api/v2/Profile/{ProfilelD}
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Real world examples : Coinbase

coinbase

@ Q 6o

=D
NET » User scraped API calls from web UI

« Identified 4 key parameters for any
Coinbase transaction

Coinbase pays 0ut Iargest bug bOUnty * Manipulated the parameters via API

What happened:

Do

Home / Finance / Blockchain

calls
ever for trading interface flaw + EoldierptothisyDIDINGT own
The researcher who discovered the issue was paid $250,000.
Tree of Alpha @Tree_of Alpha - Feb 19
I just used 0.0243 ETH to sell 0.0243 BTC on the BTC-USD pair, a pair | do OWASP API #1
not have access to, without holding any BTC. Broken Object Level
Hoping this is a Ul bug, | check the fills on the order, and they match the Authorization

API: those trades really happened, on the live order book.
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Real world examples : Coinbase

coinbase

v Request Payload view source

¥ {client_order_id: "274fce73-edd3-4fc5-b2a3-86290cd70698", product_id: "ETH-EUR", side: “SELL",..}
274fce73
: {limitLimitGtc: {baseSize: "0.02433012", limitPrice: "3000", postOnly: false}}
{baseSize: "0.02433012", limitPrice: "3000", postOnly: false}

BIC-USD  Limit Sell $43,597.24 0.02433012 BTC 100.00% $1,060.73
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Real world examples : Venmo

The V
O! w7 E] R-l Tﬂ Yb U/
A S G

+ Z v
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ssse Vonmo

\

4:31PM

=[c W 2

Brad B paid Max A
3

Like Comment

Jennifer M paid Giorgiani M
Michaels!

Ashley H paid Andreas J
Study habits

Like ( nent

Jennifer L paid Ruffa T
Amf @

Like
Sonya K paid Erin H
0

Like

Linda M paid Scott M
Maddie's fundraiser

81% B+ |

or

= | Preserve log Disable cache

| Hide data URLs All

X Headers Preview Response Cookies Timing

JS CSS

—| Offline No throttling v

Img Media Font

Doc WS Manifest Other

¥ {paging: {next: "https://venmo.com/api/v5/public?until=1477360149",.},.}

» 0: {payment_id:

288477882,

permalink:

"/story/580ebal723e064eac@d48825",

via:

via: ""
» 1: {payment_id: 288477883, permalink: "/story/58@ebal723e@64eac@d48828", via: ""
» 2: {payment_id: 288477887, permalink: "/story/58@ebal723e@64eac@d48834", via: ""
v 3: {payment_id: 288477891, permalink: "/story/58@ebalB823e@64eac@d4883b", via: ""

, action_links: {},.},.]

, action_links: {},..}

, action_links: }
, action_links: {},..}
, action_links: }

{4,

{4,

action_links: {}

» actor: {username: "Olivia-Topolski", picture: "https://s3.amazonaws.com/venmo/no—image.gif",..}

audience: "public"

comments: []

created_time: "2016-10-25T@1:49:112"
» likes: {count: @, data: []}

mentions: []

message: "YAY!!"

payment_id: 288477891

permalink: "/story/580ebalB23e@64eac@d4883b"

story_id: "580ebalB23e064eac0d4883b"
» transactions: [{,..}]

type: "payment"

updated_time: "2016-10-25T01:49:11Z"

via:

» 4: {payment_id: 28847789@, permalink: "/story/588ebalB23e@64eac@d4883c", via: "",
» 5: {payment_id: 288477870, permalink: "/story/588ebal623e@64eac@d487f5", via: "",
» 6: {payment_id: 288477871, permalink: "/story/58@ebal623e@64eac@d487f8", via: "",
» 7+ {naumant id: 2RRATIRT? narmalink: "/ctnru/GRAsha1R2A8ARLAAFAAARTFAN  wia- "0

action_links:
action_links:
action_links:

artinn linke-

{4,
{4,
{3
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Real world examples : Venmo

https://venmo.com/api/v5/public?since=14769216
00&until=1476921660&Iimit=1000000

Researches found there was 2 other undocumented
guery params since and limit that can be added to

scrape much more data

payment_id: 2038598177,
permalink: "/story/5¢f5379¢7addfb4bc7a43016",
via: ",
action_links: { },
transactions: [
{
target: {
username: "Lindsay-Pelley",
picture: "https://s3.amazonaws.com/venmo/no-image.gif",
is_business: false,
name: "Lindsay Pelley",
firstname: "Lindsay",
lastname: "Pelley”,
cancelled: false,
date_created: "2016-10-05T15:29:07",
external_id: "2054482061950976570",
id: "14515489"
}
}

1
story_id: "5cf5379¢7addfb4bc7a43016",
comments: [ ],
updated_time: "2019-06-03T15:07:10Z",
audience: "public",
actor:  {
username: "r_pelley",
picture: "https://venmopics.appspot.com/u/v1/m/82¢7cc5a-fab2-4764-bd4f-f26e637dalbe",
is_business: false,
name: "robert pelley",
firstname: "robert",
lastname: "pelley",
cancelled: false,
date_created: "2017-01-18T14:16:36",
external_id: "2130547014893568807",
id: "17515985"

b
created_time: "2019-06-03T15:07:102",
mentions: [ ],
message: " 5",
type: "payment”,
likes: {
count: 0,
data: [ ]
}
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https://venmo.com/api/v5/public?since=1476921600&until=1476921660&limit=1000000
https://venmo.com/api/v5/public?since=1476921600&until=1476921660&limit=1000000

Why you need API Security even if u have WAF & API Gateway ?

WAAP APl GATEWAY API Security Dat
Focused on External Threats. Focused on gateway functions. Focused on all API traffic. a a
B2C only. AuthN | AuthZ | Rate limiting B2C & B2B | North-South | East-West
Detection: Signatures & ML Detection: None Detection: Behavioral Analytics La ke

API ACTIVITY DATA LAKE .
API Security Problems

¢ Discovery of APIs in
any environment

¢ Determine risk posture

DDOS
BAD BOT (OWASP API Top 10)
. . * Understanding API user
FIREWALL behavior
Basties * Detect API abuse
¢ Perform Investigations and

API Server

Web Server 21Se threat hunting

East-West

API Server

Partner traffic on authentication APIs

Any API traffic that bypasses API gateway - (Whitelisted)
API Server 4
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Use case Network Orchestration (NetOps) by operators

BSS/0SS

End-to-End Service and Network Orchestration

Open Open Open
Network Network Network
Designer Orchestrator Assurance Inventory
Domain Domain Cloud
controllers controllers controllers controllers
=
= (
= /g) = 2
(==
[T/ RAN 5G Core Clouds

%
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using TMForum
Open APls

Open APls can be
abuse through low
and slow logical
attacks



Use case Network Orchestration (NetOps) by operators

Malicious user can
BSS/0SS
‘rrforum I
Open APIs

Abus API traffic
End-to-End Service and Network Orchestration

causing havoc

Open . Open o Open
Notwork Notwork - Network
Designer ! Orchestrator Assuronce Inventory
Doman Domai: Domain Domain Clovd
controllers controflers controllers controflers ontrollers
2 @ : = i
- »A. g @ =S s Clowd
EE RAN Edge Transpert 5G Core Clowd @
g’ A
YN Internet
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Use case Network Orchestration (NetOps) by operators

&

API SECURITY
ANALYTICS

BSS/0SS ‘
s I_‘_‘ Reference architecture

for monitoring API

DATA LAKE End-to-End Service and Network Orchestration J
NS N = = Behavior, enables
----- API for data lake Desig Orchost: A L Y & .

i - ‘ T alerting on any abuse
activity data | | I | | .- - -
Al A \J \J
Domain Domain Domain Domain Cloud
. ontrolle controler: controllers controflers controllers

Behavior of users of - : t t i f B
API is monitored for - . , foleyse

= B = &% = 2 )
any abuses m A = ™ = ciovs

I 4 RAN Edge Transpert 5G Core Clowds {‘:
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Summary

o Network operators are increasingly using API across the
organization

o Security should be a main consideration
o This talk highlights the potential abuse that could happen
o A potential architecture for APl Security has been proposed
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