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What’s OONI?
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What’s OONI?
Open Observatory of Network Interference
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Open Observatory of Network Interference 

Test the blocking of websites and apps. 
Measure the speed and performance of your network. 

Since 2012



How OONI Works
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How OONI Works
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TorProbe

Helper

!
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How OONI Works
OONI Probe tests
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WEB CONNECTIVITY
This test checks whether access to websites is
blocked by means of DNS tampering, TCP/IP
blocking or by a transparent HTTP proxy.

FACEBOOK MESSENGER
This test is designed to examine the reachability
of Facebook Messenger within a tested network.

SIGNAL
This test measures the reachability of the Signal
messaging app within a tested network.

TELEGRAM
This test is designed to examine the reachability
of Telegram's app and web version within a
tested network.

WHATSAPP
This test is designed to examine the reachability
of both WhatsApp's app and the WhatsApp web
version within a tested network.

TOR
This test provides an automated way of
examining whether Tor works in a tested
network.

TOR SNOWFLAKE
This test provides an automated way of
measuring whether the Tor Snowflake pluggable
transport works on a tested network.

VANILLA TOR
This test measures the reachability of the Tor
network.

PSIPHON
This test provides an automated way of
examining whether Psiphon works in a tested
network.

RISEUPVPN
This test provides an automated way of
examining whether RiseupVPN works in a
tested network.

DASH STREAMING TEST
Measures video streaming performance

NDT SPEED TEST
NDT (Network Diagnostic Test) provides a
sophisticated speed and diagnostic test for
understanding the performance of your network

HTTP HEADER FIELD MANIPULATION
This test tries to detect the presence of network
components (“middle box”) which could be
responsible for censorship and/or traffic
manipulation.

HTTP INVALID REQUEST LINE
This test tries to detect the presence of network
components (“middle box”) which could be
responsible for censorship and/or traffic
manipulation.



How OONI Works
Data pipeline
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How OONI Works
Install Probe
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How OONI Works
Install CLI
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How OONI Works
Install OONI Probe on Raspberry Pi
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How OONI Works
Install OONI Probe on Raspberry Pi
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How OONI Works
Run OONI Probe
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How OONI Works
Run OONI Probe
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How OONI Works
Run OONI Probe
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How OONI Works
Run OONI Probe
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How OONI Works
Run OONI Probe
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How OONI Works
Run OONI Probe
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What’s OONI Explorer
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What’s OONI Explorer
Observation data dashboard
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What’s OONI Explorer
Observation data dashboard
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What’s OONI Data
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What’s OONI Data
Data pipeline
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What’s OONI Data
Open Data on AWS
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What’s OONI Data
Open Data on AWS
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What’s OONI Data
Open Data on AWS
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What’s OONI Data
Open Data on AWS
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ASNs Data
Fetch ASNs data from RIPE NCC
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OONI Research Report
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2023/Q1 - 2024/Q2 
Data Range 

（2023/10/01 - 2024/03/31）



30

11,826,278 
Observed datas in TW 
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50 
Unique ASN in the observed data in TW 

（2024/04/15）
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But … 
How many ASNs are registered in TW  

（2024/04/15）
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465 
ASNs are registered in TW 

（2024/04/15）
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2023/10 2023/11 2023/12 2024/01 2024/02 2024/03
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7.10%7.10%6.24%6.67%4.09%4.73%

Observed Not observed

Unique ASN 2023/10 2023/11 2023/12 2024/01 2024/02 2024/03

TW 22 19 31 29 33 33

% 4.73% 4.09% 6.67% 6.24% 7.10% 7.10%
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AS3462* AS131668 AS18419 AS9916

AS18041* AS4780 AS18429 AS1659*

AS18049* AS131584 AS149791 AS17716

AS7482 AS18182 AS945 AS38841

Display ASNs at least 5 times from October 2023 to March 2024.



Top 3 ASNs

• AS3462 HINET, Data Communication Business Group 

• 中華電信數據通信分公司 

• AS18041 TWDS-TRANSIT-AS-TW, Taiwan Digital Streaming Co. 

• 台灣數位串流有限公司 

• AS18049 TINP-TW, Taiwan Infrastructure Network Technologie 

• 台灣基礎開發科技股份有限公司 

• AS1659 ERX-TANET-ASN1, Taiwan Academic Network TANet Information Center 

• 臺灣學術網路
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What we found

38



• Observed datas are more concentrated in few ASNs. 

• In the current registration of ASNs in Taiwan, there are a total of 465, 
and the observation data (TW) with unique ASNs for only 4-7%, which is 
a relatively low proportion. 

• AS3462, AS18041, AS18049, AS1659
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• Telecommunications in Taiwan 

• Major telecom operators：Chunghwa Telecom（中華電信）, Far EasTone
（遠傳）, Taiwan Mobile（台灣大哥大） 

• Cable / MOD: cable TV, fixed network services. 

• Second-class telecom services (virtual mobile network services).
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• This report provides an initial overview of the OONI observation data. It 
serves as a valuable resource for community partners to make informed 
decisions regarding promotion. 

• Currently, we are encouraging volunteers to use the observatory tool. 
However, this approach will evolve to guide volunteers in identifying ASNs 
that are not currently under observation. 

• Seek additional insights from different regions, particularly those 
neighboring Asia.
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Special Thanks
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What’s happened
Rise suddenly in the observation data 
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TWNOG

• After the report announced, the more 
volunteers even the ASN owners actively join 
us.
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3x 8 new ASNs



Toomore Chiang
Technical Project Lead

• Joined OCF in 2023/05. 

• OCF: From the community, For the community. 

• My mission is to make the open source communities 
and civic society organizations work together. 

• I am also a volunteer at COSCUP since 2008. 

• Backend Engineer. (Python) 

• Before joining, I worked in e-commerce (Pinkoi) and 
advertising (Appier).
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toomore@ocf.tw 
PGP 0xEE4E7A36CB58C83A
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Open Culture Foundation
開放⽂化基⾦會
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• Open Culture Foundation has been a NPO in Taiwan since 2014.


• We are dedicated to promoting the open source culture, open data, open tech in Taiwan.

Open Tech

Open Source

Open Data

Open government

Internet Freedom

Digital Rights



Open Culture Foundation
開放⽂化基⾦會
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• OCF aims to serve as a hub for Taiwan's open source community.


• The focus on creating an administrative center to facilitate the operation of Taiwan's open source community.

Open Source Project

Conferences / Communities

Open Tech Advocacy

Digital Rights / CSOs

Donation

International Engagement

Open Source Partner

Localization Program

Resource Seeking Consultant / Mapping



Thank you.


